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PREFACE

Arms Control and the Revolution in Military Affairs is a report on the presentations and
discussions of the Defense Special Weapons Agency’s Seventh Annual International Conference
on Controlling Arms. The conference is organized each year to provide a multinational forum
for topics pertaining to policies, technologies, and operations of arms control, including treaty
arrangements, cooperative threat reduction, and proliferation prevention and response. The
1998 meeting was held at the Wyndham Franklin Plaza Hotel in Philadelphia, Pennsylvania,
from 8 tol1 June.

This report is a summary of the conference sessions, based on rapporteurs’ notes and, in
some cases, written material provided by presenters. The speeches by General John M.
Shalikashvili, Senator Sam Nunn, the Honorable John D. Holum, and the Honorable John J.
Hamre are presented verbatim as furnished by the speakers themselves or their respective agen-
cies.

The views presented are those of the conference participants and do not represent the
views of the Defense Specia Weapons Agency, the Department of Defense, Science Applica
tions International Corporation (SAIC), or the Center for Verification Research (CVR).

Debbie Lincoln of SAIC/CVR and Jessica Kaplan of SAIC edited this report. The rap-
porteurs were Jeannie Borden, Charmaine Franck, Jeffery Heftman, Jacqueline McClay, Michael
McGovern, Alexis Miller, Christina Ratchner, and Karla Tgjada. The editors wish to extend
their appreciation to Richard Soll and Verne Wattawa for their guidance and contribution, as
well asto Barbara Hester, Linda Duffie, and Bill Haas for their editorial and substantive support.






CONTENTS

Preface

Overview
Arms Control and the Revolution in Military Affairs

Keynote Address
General John M. Shalikashvili, USA (Ret), Former Chairman, Joint Chiefs of Staff

Plenary Session 1
Arms Control and the Revolution in Military Affairs. Implications for Defense Planning

Luncheon Speech
Senator Sam Nunn, Senior Partner, King & Spalding

Panel Session 1
Technological Proliferation and Arms Control

Panel Session 2
Threat Reduction Programs. Beyond CTR

Plenary Session 2
Arms Control in Light of Evolving Defense Requirements

Panel Session 3
Nuclear Force Reductions: Where Are the Kneesin the Curve?

Panel Session 4
Chemical and Biological Weapons: 1ssues and Solutions

Dinner Speech
The Honorable John D. Holum, Acting Under Secretary of Sate for Arms Control
and International Security Affairs and Director, U.S. Arms Control and Disarmament Agency

Panel Session 5
Arms Races and Regional Tensions

Panel Session 6
Emerging Arms Control Implementation Strategies: Institutional Perspectives

Luncheon Speech
The Honorable John J. Hamre, Deputy Secretary of Defense

Plenary Session 3
Arms Control in the Revolutionary Era

Speakers, Chairs, and Presenters

Abbreviations and Acronyms

15

21

27

33

39

45

51

57

63

71

79

87

93

109



Vi



OVERVIEW
ARMSCONTROL AND THE REVOLUTION IN MILITARY AFFAIRS

The changing nature of technology
and the proliferation of advanced commer-
cialized technology are causing a transfor-
mation in the nature of threat and security
issues and perceptions. The role of tech-
nology within the security environment has
greatly enhanced the capabilities of both
state and non-state actors. Concurrently, the
use of technology has increased the vulner-
abilities of states to the point where actors
with a minimal amount of resources, such as
transnational groups or terrorist organiza-
tions, can inflict significant harm on their
victims. Although these actors are not capa-
ble of attacking the United States or its allies
head-on, they may be able to exploit tech-
nology or use weapons of mass destruction
(WMD) to present the United States or its
alies with asymmetric threats and attacks.
As a consequence, the traditional objectives
and methods surrounding arms control and
threat reduction must be adapted to incorpo-
rate these new threats and to inject some
certainty into an uncertain situation.

In order to address this emerging
situation, the United States Defense Special
Weapons Agency (DSWA) held its Seventh
Annual International Conference on Con-
trolling Arms from 8 to 11 June 1998 in
Philadelphia, Pennsylvania. The conference
was attended by nearly 350 individuals from
several countries, representing government,
military, industry, research and devel opment
(R&D), and academic communities. The
theme of the 1998 conference was Arms
Control and the Revolution in Military Af-
fairs (RMA), focusing on the relationship
between defense roles and missions and
arms control requirements and results in
light of the emerging political and military
environment. Specifically addressed during

the conference were the impacts of the cur-
rent RMA on defense policies, system re-
quirements, and operations and the impli-
cations for arms control, threat reduction,
and the prevention of proliferation and ter-
rorism.

The conference theme was defined in
the opening remarks by DSWA's Director,
Major General Gary L. Curtin, USAF. He
noted that the concept of controlling arms
encompasses not only treaty-based arms
control methods, but aso cooperative threat
reduction, proliferation prevention, terrorism
prevention, and confidence-building and
transparency measures. He also pointed out
that the responsibility for controlling arms
cuts across virtualy the entire range of de-
fense missions and requirements. Arms
control activities are now taking place in an
environment of monumental change, caused
by the ongoing RMA. In general, revolu-
tions in military affairs occur when there are
innovations in military-related technologies
(such as aviation, nuclear weapons, and mis-
slery), and countries or coalitions make a
concerted effort to harness the new tech-
nology in order to reap its benefits. The cur-
rent RMA, sparked by rapid advances in in-
formation technologies stemming mainly
from demands and innovations in the com-
mercial sector, is capable of affecting all as-
pects of military and arms control matters.

The conference theme was elaborat-
ed upon during presentations given through-
out the conference. Featured speeches are
included in their entirety in the current re-
port. The keynote speaker, General John M.
Shalikashvili, USA (Ret), former Chairman
of the Joint Chiefs of Staff, focused his re-
marks on further defining the RMA concept



and its relationship to arms control. In gen-
eral, he noted that arms control continues to
serve as a critical national security tool, ful-
filling the objectives of making the world a
safer and more secure place in which to live
by reducing or eliminating destabilizing
arms or weapon systems. He also pointed
out that the current RMA is a marriage be-
tween dominant battlespace awareness, with
extremely precise deep strike capabilities,
and advanced stealthy technologies, working
in combination to provide full dimensional
protection.

General Shalikashvili focused on
three aspects of the arms control-RMA rela-
tionship: the impact of arms control on the
RMA, the impact of the RMA on the proc-
ess of controlling arms, and the impact of
the RMA on the substance of controlling
arms. With regard to the first issue, General
Shalikashvili indicated that there were two
potential scenarios to be considered. The
first scenario states that arms control could
constrain development and deployment of
RMA systems, weapons, and concepts, thus
potentially hampering dominance of the
battlespace and safeguarding of troops. The
second scenario holds that arms control
could provide useful constraints to the field-
ing and employment of certain capabilities
by potential adversaries, thus ameliorating
some of the problems arising from the
globa nature of the RMA. On the issue of
the impact of the RMA on the process of
controlling arms, he asserted that RMA
technologies have the potential to provide a
significant increase in transparency, thus
enhancing confidence in the fulfillment of
arms control commitments. Finally, with
regard to the impact of the RMA on the sub-
stance of arms control, he noted that RMA-
related technologies and systems could have
a significant impact on arms race stability
and crisis management. He also asserted
that the requirement for a multi-tiered mis-

sile defense architecture incorporating RMA
technologies will impact the Anti-Ballistic
Treaty (ABM) Treaty, the Strategic Arms
Reduction Treaty (START) | and |1, and ef-
forts to control the proliferation of missile
defense technology.

The 9 June luncheon speech, given
by Senator Sam Nunn, Senior Partner at
King & Spalding, took the theme introduced
by Maor General Curtin and Genera
Shalikashvili one step further.  Senator
Nunn focused his remarks on the need for a
revolution in the thinking about arms control
— both in concept and in definition — to ac-
company the current RMA. In order to il-
lustrate the need for this arms control revo-
lution, he posed eight scenarios describing
rel and fictional situations concerning
WMD and cyberspace warfare. Within this
context, Senator Nunn pointed out that the
United States is currently undergoing both a
revolution in military affairs and a revolu-
tion in the threat to vital information. The
U.S. infrastructure is completely accessible
through public networks, providing a target-
rich environment for terrorists and criminals.
Protection of this infrastructure will require
a public-private partnership based on coop-
eration and information sharing. On the is-
sue of threats, Senator Nunn noted that,
along with information warfare, the collapse
of the Soviet Union and the continuing
weakness and uncertain future of Russia
pose the greatest threat to U.S. security in-
terests. While the Cooperative Threat Re-
duction (CTR) program has made tremen-
dous progress in addressing the vulnerabili-
ties of the former Soviet Union’s (FSU) nu-
clear arsenal and cadre of nuclear experts,
much more remains to be done.

The information warfare threat was
further discussed during a dinner speech by
the Honorable John D. Holum, Director,
U.S. Arms Control and Disarmament Agen-



cy and Acting Under Secretary of State
(Arms Control and Nonproliferation). Mr.
Holum noted that the emerging threat of cy-
berspace war is an international cause invit-
ing multinational and diplomatic ap-
proaches. The recent issuance of Presi-
dential Decision Directive (PDD) 63 —
launching a national initiative to address this
“weapons of mass disruption” threat — was
meant to provide a foundation for U.S. par-
ticipation in the development of appropriate
responses. Mr. Holum suggested that re-
sponding to information warfare vulner-
abilities and providing for critical infra
structure protection will require participation
by both public and private experts with arms
control and foreign policy experience, de-
fense and high-tech expertise, and a willing-
ness to expand the parameters of how threats
to national security are viewed. He also pro-
vided an overview of the impact of recent
nuclear tests by India and Pakistan, asserting
that the United States has a fundamentally
sound arms control strategy to address both
the policy and the means of responding to
the Indian and Pakistani nuclear tests, one
that relies on consistent intelligence, policy-
making, strategic planning, and diplomacy.
One of the most important aspects of both
the U.S. and international responses to the
tests is that other would-be proliferators un-
derstand that such activities carry untenable
consequences. Mr. Holum noted the one
positive by-product of the Indian and Paki-
stani tests is that they brought arms control
issues to the forefront of world affairs. He
proposed this situation be used to re-focus
attention on five important areas of arms
control: ratification of the Comprehensive
Test Ban Treaty (CTBT); compliance with
the Chemica Weapons Convention's
(CWC) industry provisions; augmentation of
biological weapons (BW) counterterrorist
training and preparations,; the development
of a strong compliance and transparency re-
gime for the Biological Weapons Conven-

tion (BWC); and advancement on strategic
arms control issues.

The final speaker, the Honorable
John J. Hamre, Deputy Secretary of De-
fense, discussed the threat reduction aspects
of the previous speeches, bringing them to a
logical conclusion. He noted that containing
the spread of and threat from chemical, bio-
logical, and nuclear weapons represents the
greatest security challenge of the next dec-
ade. Asaresult, reduction of thisthreat now
constitutes a primary defense mission for the
future. In recognition of this redlity, the De-
partment of Defense (DoD) is in the process
of establishing a new organization to address
these issues directly. The Defense Threat
Reduction Agency (DTRA) has been given
three missions. maintaining the current U.S.
nuclear deterrent capability, reducing the
threat from WMD, and countering WMD
threats. He asserted that the fulfillment of
DTRA'’s third mission will require conse-
guence management, and for the first time, a
Commander in Chief (CINC) will be as
signed responsibility for a homeland territo-
ria defense mission. An Advanced Systems
Concepts Office will serve as the centrd
nervous system for DTRA, helping DoD to
think through threat reduction requirements
in an integrated fashion; evauating re-
sourcing, planning, and programming at
DTRA; and examining the future in ways
not yet considered. In addition, a Threat
Reduction Advisory Committee will be es-
tablished to develop a clear vision to guide
DTRA for the next three to four years.

Along with the featured speeches,
plenary and panel discussions throughout
the conference addressed various aspects of
the theme. The first plenary session, Arms
Control and the Revolution in Military Af-
fairs: Implications for Defense Planning,
dealt with the existing DoD and arms con-
trol missions. In particular, it was noted that



current DoD emphasis is fulfilling the re-
guirements of Joint Vision 2010, and that if
arms control is to continue to play a signifi-
cant role in nationa security policy, it must
effectively harness the technologies being
pursued in the current RMA. From the per-
gpective of military planners, a mgjor cause
for concern is that arms control will drive
national security strategy rather than ensur-
ing that it supports this strategy. An addi-
tional constraint on U.S. defense planners is
humanitarian-based initiatives driven by
non-governmental organizations (NGOs), as
exemplified by recent activities on the ban-
ning of anti-personnel landmines. Another
current factor is that DoD is no longer the
first among equals, but now faces com-
peting claims for resources from the civilian
sector. Regarding strategic arms control,
panelists noted that a START III treaty
would likely be the last using the traditional
bilateral arms control approach. In this
multipolar era, future treaties will require
the participation of most, if not all, nuclear
powers. Discussions on CTBT focused on
the fact that the treaty isin the interest of the
United States and other nuclear states. Panel
members also described recent activities sur-
rounding the science-based stockpile stew-
ardship program, which is being admin-
istered by the Department of Energy to en-
sure the continued safety and reliability of
the stockpile while adhering to the principles
of the CTBT.

The first panel discussion, Tech-
nological Proliferation and Arms Control,
focused specificaly on the technology is
sues associated with the RMA. Panel mem-
bers discussed asymmetrical challenges
posed by the proliferation of technologies
associated with the RMA. This proliferation
has occurred through the increased avail-
ability of expertise and technologies; rela
tively inexpensive chemical, biological, and
radiological weapons; cyberspace weapons,

and information warfare techniques. This
exponential growth of technology has im-
plications for the relevancy of traditional
arms control measures. In particular, the
focus of arms control is moving from deliv-
ery systems to weapons and from the quan-
tity to the quality of armaments. The pursuit
of necessary R&D measures and the devel-
opment of new monitoring technologies that
adequately provide for the capability to stem
technology proliferation are arms control
priorities for the future.

Panel Two, Threat Reduction Pro-
grams. Beyond CTR, examined the specifics
of the CTR program and its potential ap-
plicability beyond the FSU to prevent, re-
duce, roll back or eliminate threats to re-
giona or global stability. By way of back-
ground, panelists noted that the CTR pro-
gram has evolved from a quick fix to an en-
during component of U.S. nationa security
strategy, replete with congressional support
and implemented by various agencies of the
U.S. Government. The flexibility of this
program was exemplified by the success of
the military-to-military contacts project,
preemptive acquisition efforts, and spin-off
projects such as the Materials Protection,
Control, and Accounting Program. A discus-
sion on extending the basic approaches and
ideas into other regions also took place. The
ongoing bilateral scientific dialogues and
NGO support of these activities have proven
to be effective in areas where policy dis-
agreements between states have prevented
more direct government dialogue. In addi-
tion, CTR involvement in FSU BW defense
programs is also proving to be a major bene-
fit with regard to the acquisition of scientific
information.

The second plenary session, Arms
Control in Light of Evolving Defense Re-
quirements, focused on defining current de-
fense requirements and exploring the impli-



cations for traditional arms control. Ac-
cording to panel members, nuclear weapons
will remain a cornerstone of the interna
tional security arena for the foreseeable fu-
ture. Inlight of thisreality, nuclear weapons
and the nuclear triad will continue to play a
centra role in U.S. security strategy. AsS
such, according to one panelist, maintaining
the integrity of the U.S. nuclear infrastruc-
ture, a cadre of experts, and force readiness
should be the highest priority of defense
planners. It was aso suggested that threat
assessment rather than advancements in
technology should drive defense require-
ments and national security strategy formu-
lation. In addition, the discussion focused
on the limitations of multilateral arms con-
trol due to the significant costs, constraints,
and implementation challenges. One cri-
tique of multilateral arms control approaches
proffered that such approaches have been
unsuccessful in curbing proliferation and
arms races in the third world. However,
panelists stated that confidence and security
building measures (CSBMs) and regional
agreements have the potential to address
many of the limitations associated with
multilateral arms control. A proposa for a
new vision of arms control that moves the
focus away from arms reductions and to-
ward more cooperative methods was identi-
fied. Within this context, it was suggested
that counter-proliferation activities, theater
missile defense (TMD), RMA approaches,
and enhanced intelligence related to moni-
toring and verification should be pursued.
In addition, a more proactive and creative
conception of export control was suggested
to cope with the increased diffusion of ad-
vanced technologies.

Panel Three, Nuclear Force Re-
ductions. Where Are the Knees in the
Curve? dealt with the issue of further reduc-
tions in nuclear forces and potential break-
points, or “knees in the curve,” calling for

new thinking and responses in the strategic
environment. Several specific examples of
“knees in the curve” were examined. In
particular, it was noted that offense-defense
capabilities are at a turning point due to the
development of missile defense technology,
requiring a closer examination of the ABM
Treaty and a reassessment of the security
gituation in general. Panel members also
indicated that if further nuclear weapon re-
duction negotiations between the United
States and Russia reach below the bench-
mark level established by the proposed
START Il Treaty, then France, the United
Kingdom, and China will need to be in-
volved in follow-on arms control discus-
sions. In addition, future negotiations must
address the issue of non-strategic nuclear
weapons, which will grow in importance as
the number of strategic weapons declines.
Along these lines, panelists suggested that
further arms control discussions beyond the
traditional START framework should take
into consideration the specifics of nuclear
warhead destruction and the significant con-
cerns regarding the current and future status
of the Russian early warning system. In ad-
dition, continuing the transformation of the
political relationship between the nuclear
powers from conflict to cooperation is key
to any future nuclear force reductions.

The fourth panel on Chemical and
Biological Weapons: Issues and Solutions,
focused mainly on the difficulties associated
with controlling chemical and biological
weapons, including lessons learned thus far
in the CWC and their applicability to the
BWC. It was also pointed out that states
must give more attention to the criminali-
zation of activities that facilitate the use or
acquisition of chemica or biological wea
pons. With regard to the CWC, panel mem-
bers noted that, despite the apparent success
of the first year of CWC implementation,
some data declarations are incomplete, and



greater strides in transparency must be
made. The effective-ness of various tradi-
tional arms control mea-sures in the BW en-
vironment was examined, leading to the
conclusion that verification of BW activity
is a nearly impossible task since the tools
used for verification under the CWC will
prove ineffective for aBWC. One method to
stem BW proliferation is being exercised
through the CTR Program via the engage-
ment of former Soviet BW scientists in non-
military cooperative endeavors.

Panel Five, Arms Control and Re-
gional Tensions, consisted primarily of dis-
cussions concerning current and emerging
tensions in Asia. Particular attention was
given to the Korean Peninsula and the In-
dian-Pakistani relationship. With regard to
the Korean Peninsula, it was suggested that
commercial satellite technology could be
used to monitor conventional forces to re-
duce the level of tension. One panelist as-
serted that the United States should adopt a
policy of cooperation and reassurance rather
than coercion with North Korea to remove
the potential for military conflict. On the
issue of the Indian-Pakistani situation, the
main questions brought about by the recent
nuclear tests concern the potentia use of
nuclear weapons in that region. It was pro-
posed that the successful management of the
Situation was tied to specific factors which
include internal domestic political stability
and the steadiness of bilatera relations, as
well as the nature of the arms race and the
capability to maintain international stability
during a crisis. From the proliferation per-
spective, panel members noted that third
world countries lack a strong sense of own-
ership of the nuclear Nonproliferation
Treaty (NPT) and the nonproliferation
cause, and that the recent nuclear detona-
tions have exacerbated the tensions between
the nuclear “haves and have-nots.” Finaly,
the United States must re-evaluate its sanc-

tions policy and develop credible, appropri-
ate, and proportional response mechanisms
to cope with current and emerging prolifera-
tion issues.

The sixth panel, Emerging Arms
Control Implementation Strategies: Institu-
tional Perspectives, addressed specific as-
pects of implementing arms control agree-
ments. Panel members noted that over the
past decade, an unprecedented number of
arms control agreements and confidence-
building measures have been reached, such
as the CWC, the 93+2 Program, and the
Dayton Peace Accord. These agreements
have necessitated the creation of a diver-
sified array of processes and institutions to
comply with new obligations. Such insti-
tutions are represented by the On-Site In-
gpection Agency and the Organization for
the Prohibition of Chemical Weapons. Co-
operative arms control, together with collec-
tive defense efforts and verification, is and
will remain, the centerpiece of cooperative
security and stability. As the multinational
nature of missions increases, there will be a
greater need for the establishment of com-
mon international standards regarding the
conduct of verification measures. More-
over, the amount of available information
related to security and arms control will con-
tinue to increase due to additional obli-
gations to provide information, new tech-
nologies, and enhanced cooperation. Fin-
ally, despite the increased use of technology,
human interaction and on-site inspections
remain the key to effective arms control im-
plementation.

The final plenary session, a round-
table discusson on Arms Control in the
Revolutionary Era, dealt with many of the
issues raised in the earlier speeches and dis-
cussions and looked ahead to future threats
and requirements. Panelists noted that sig-
nificant near-term threats to U.S. nationd



security include the vulnerability of the U.S.
information infrastructure; the deterioration
of the U.S. nuclear deterrent; asymmetric
threats such as loose nuclear warheads in the
FSU; inadvertent or accidental launch of
Russian missiles armed with nuclear or bio-
logical weapons, and a national security
system overload arising from a combination
of these threats. With regard to the recent
Indian and Pakistani nuclear tests, it was
pointed out that, while the full impact of the
tests on arms control and nonproliferation
has yet to be ascertained, it has become clear
that new thinking on a range of related is-
suesiswarranted. Points to consider include
the appropriate U.S. response to the tests,
the U.S. relationship with the South Asian
region, and U.S. nonproliferation policies in
general. Severa pertinent observations were
made regarding various aspects of arms
control in this emerging RMA environment.
First, while new forms of arms control have
aready begun to play a significant role, tra-
ditional arms control that enables develop-
ment of codes of conduct, ways of thinking,
and international norms will continue to play
a vauable role. Second, while it is indi-
sputable that the RMA has significant im-
plications for arms control, it is not yet clear
to what extent these two domains will im-
pact one another. Third, and finally, panel
members observed that arms control — con-
sisting of political, economic, diplomatic,
and technological measures — is not a pana-
cea for the dissolution of threats but must
work in concert with nuclear deterrence and
counterproliferation efforts.

A number of recurrent, overarching
themes were raised during the conference.
These include:

The redlities of the contemporary period
have required modifications to arms
control approaches relating to the con-
cept of threat reduction. This new con-

cept, embodied in the Defense Threat
Reduction Agency, rests on three pillars:
maintenance of the U.S. nuclear deter-
rent, reduction of the threat from WMD,
and countering the threats presented by
WMD. The traditional concept of arms
control and cooperative threat reduction
form the basis of the second pillar and
have a significant influence on the first
and third of these pillars.

Asymmetric threats — primarily from
terrorists and states armed with WMD or
the means for conducting cyber-warfare
— to critical national infrastructures must
be dedt with as seriously and with as
much dedication as was the nuclear
threat during the Cold War. This in-
cludes a greater role for multinational
arms control, especialy in its expanded,
redefined context within the sphere of
threat reduction. The proliferation of ca-
pabilities among non-state actors strong-
ly affects the conduct and considerations
involved in the arms control negotiation
and implementation process.

Nuclear weapons will remain a part of
the international security scene for the
foreseeable future with an expansion of
the number of states that possess nuclear
weapons. Asaresult, it isworthwhile to
explore the benefits of establishing a
joint U.S/Russian global monitoring
system with the potential to extend par-
ticipation to other nuclear powers in or-
der to reduce the threat of preemptive,
preventative, or accidental launch of a
nuclear weapon.

The current RMA proffers a two-edged
sword with respect to arms control: Al-
though the RMA may offer the prospect
of greater transparency regarding an-
other party’s capabilities and possibly
even intentions, it may also provide po-



tential adversaries with advanced tech-
nologies that can blunt or nullify U.S.
capabilities. This is particularly true in
areas driven primarily by advanced sys-
tems that are commercially available.

The success of the RMA is heavily de-
pendent on the concurrent revolution in
business affairs in the commercial sec-
tor. The involvement of this sector in
the development of advanced technol-
ogies both helps and hinders the imple-
mentation of arms control measures.
While commercial firms often contribute
the technologies to make arms control
more effective, they also complicate the
arms control process by adding a new
layer of proprietary considerations.

Arms control relating to strategic forces
is heading away from the bilateral proc-
ess that characterized the Cold War pe-
riod. As a result, START Il will al-
most certainly be the last bilatera arms
control treaty concerning strategic for-
ces. Agreements beyond START Il
will require the participation of other nu-
clear-weapons states in future regimes in
order for them to be meaningful. How-
ever, Russia must ratify START Il to
clear the way for START IIl, and in do-
ing so, propel further reductions in nu-
clear forces.

The recent Indian and Pakistani nuclear
tests are a manifestation both of the im-
pact of technological proliferation and of
the uncertainties and instabilities that
characterize many longstanding regional
disputes. Despite attempts by the United
States and others to introduce arms con-
trol measures and concepts in a regiond
context, uncertainties and instabilities
dominate, thus increasing the potential
for the use of WMD between states. The
international community must take steps

to support the tenets contained in the
NPT and CTBT as the basis of nuclear
nonproliferation, encourage the adoption
of the NPT by India and Pakistan, and
revitalize efforts promoting the ratifica-
tion and implementation of CTBT on a
global scale.

The effectiveness of the CWC and the
BWC is dependent upon robust veri-
fication regimes. The development of
more discriminating inspection and mon-
itoring technologies that strike a balance
between enhanced intrusiveness and pro-
tecting U.S. national security and pro-
prietary information is necessary. The
judicious application of these technol-
ogies must be directed toward improving
confidence in arms control treaty com-
pliance.

Although the magnitude and conse-
guences of use of WMD are nowhere
near the scale of a potential superpower
clash during the Cold War, the prob-
ability that WMD could be used is much
greater today. This presents those who
are involved in arms control and other
forms of threat reduction with a form-
idable set of challenges and the necessity
for creating new means to reduce the
likelihood of wars and terrorist acts, as
well as to mitigate the effects if such use
occurs.

The Eighth Annua International
Conference on Controlling Arms will be
held in Norfolk, Virginia, from 1 to 4 June
1999, and will be sponsored by the new De-
fense Threat Reduction Agency.



KEYNOTE ADDRESSBY
GENERAL JOHN M. SHALIKASHVILI, USA (RET)
Former Chairman, Joint Chiefs of Staff

Thank you, Magor Genera Gary
Curtin, for this introduction, and thank you
for having brought all of us together here in
Philadelphia for this Seventh Annual Inter-
national Conference on Controlling Arms, to
tackle this year a very important but so far
little explored topic, the intersection of
Arms Control and the Revolution in Military
Affairs.

| am delighted to see so many of you
here — and scanning your faces and the list
of names of those scheduled to join us later
— you couldn’'t ask for a better group to shed
some very useful light on this very timely
subject. By now the Defense Special Weap-
ons Agency, like the Defense Nuclear
Agency before it, has established a very well
deserved reputation for providing just the
right forum for experts from around the
world to discuss al possible aspects of Arms
Control.

But as an asde and by way of a
commercia for my favorite Defense agency,
the Defense Special Weapons Agency tack-
les a host of other subjects at similar gath-
erings with equal expertise. A perfect ex-
ample of such expertise was a conference
Genera Curtin and DSWA convened not
long after terrorists attacked Khobar Tower,
killing and wounding so many of our air-
men.

At that time, Gen. Curtin brought to-
gether not only many of those considered
most knowledgeable about terrorism but,
most importantly, he also gathered repre-
sentatives from those industries who were
interested in finding innovative technical
solutions to help us better protect our facil-

ities and our men and women from future
terrorist attacks.

That conference helped considerably
in our understanding of the whole field of
anti-terrorism and particularly the specific
steps that we and industry should and could
take to improve the protection of our troops.
And as one who has had a longstanding and
deep interest in the subject of arms control at
least since the Bush Administration, when
Gen. Curtin and | spent much time in Russia
working such problems as START |1, Non-
Strategic Nuclear Force Reductions, and the
early stages of what we now cal Co-
operative Threat Reduction, and as one with
an equally deep interest in the possibilities
of the Revolution in Military Affairs, | am
delighted with the selection of this topic for
our conference. | have no doubt that with
your participation this conference will be
every bit as productive and as helpful to our
policy makers and defense planners as they
prepare the arms control agenda for the
coming months and years, as was the con-
ference on terrorism for our operators as
they prepared for possible future terrorist
attacks.

Now it is hardly possible to begin
such an important conference on arms con-
trol without noting with a great deal of dis-
appointment that two maor arms control
treaties are facing, at least temporarily, an
uncertain future: The Comprehensive Test
Ban Treaty, thanks to most regrettable ac-
tions taken by the governments of India and
Pakistan, and START I, because of a most
regrettable lack of action by the Russian
Duma. | don’'t have to tell this distinguished
gathering just how important these two ma-



jor treaties are to the security of our nation
and indeed the stability and security of the
world. So it is critical — now more than be-
fore — to avoid, in concert with others, any
possible missteps.

In the case of the Comprehensive
Test Ban Treaty, it is important for the Ad-
ministration and for Congress to be clear
that despite India's and Pakistan's regret-
table actions, the treaty remains in the best
security interest of everyone — and certainly
the United States. While sanctions must re-
main in place, on the other hand, we must
avoid isolating India or Pakistan, but rather
must redouble our efforts to keep either of
them from mating their nuclear devices to
their missiles. At the same time, sooner
rather than later we must help them look for
aternatives that would make it attractive for
both to become signatories to the CTBT. It
is critical to cool the temperature just as
soon as possible.  The animosity between
the two is too great — and the possibility of
armed conflict too real — for us and the
world not to try everything possible while
there is still a chance to keep the Indian sub-
continent free of nuclear weapons.

In the case of START Il the issue, of
course, is less alarming. Nevertheless, the
Y eltsin government and the Russian military
must be urged to continue to press the case
with the Duma that the way to START I,
which most Russians and most in the Duma
would like to see, can be reached only
through START II. And on that we should
not waver, for success of future US-Russia
negotiations depends on that. But we aso
have to be clear that as soon as START Il is
ratified, the United States will be prepared to
move to START Il negotiations at levels
we agreed upon at Helsinki. At every op-
portunity we must reinforce the fact that
faillure by the Dumato ratify START |1 will
have vastly more disadvantageous results for
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Russia than for the United States, but that
we both will win if together we can go to
START Il levels.

Now, having started with what is
clearly not so good news for the arms con-
trol agenda, it is very important to make the
point that despite these setbacks, arms con-
trol remains a very useful and indeed a very
critical national security tool. For without
arms control the world would be a lot less
stable and a lot more dangerous, and we
would be paying a lot more for con-
Siderably less security. And because these
advantages of “prudent” arms control are so
well recognized for years now, arms control
has been an integral part of the security pol-
icy of successive administrations of both
parties, and | am convinced it should and
will remain so, our troubles with the CTBT
and START Il notwithstanding.

If anything, in the future, arms con-
trol is likely to be viewed in an even broader
and deeper sense, branching out beyond
controlling “quantity” to addressing ever
more the “quality” of systems or concepts
we might wish to control. It is particularly
in that context that we must understand its
interaction with the Revolution in Military
Affairs. For what we now call the Revo-
lution in Military Affairs is every bit as im-
portant to our nation’s security, and it is
certainly here to stay aswell.

In Operation Desert Storm, the im-
age of Stealth fighters, flying untouched
through Iragi defenses, precision-guided
bombs flying down chimneys, and cruise
missiles silently streaking towards their pre-
programmed targets first awakened the
world to the probability that we were again
on the cusp of another Revolution in Mili-
tary Affairs. Like the revolutions that
brought us airpower, the blitzkrieg (mobile
armored warfare supported by air power),



and strategic nuclear forces, this revolution
— based largely on information technologies
— the world sensed this new revolution also
had the potential to exert a profound in-
fluence on warfare at every level.

Now, seven and a half years after
watching those dramatic pictures on tele-
vision, we know that the possibilities are
even greater. Yet surprisingly little if any-
thing has been written explicitly on the ap-
plication of the Revolution in Military Af-
fairs to arms control. Since both are so in-
extricably linked to our nation’s security, it
is high time, therefore, that we meet here to
see how we could advance our under-
standing of this relationship. Yet because
such a discussion will be heavily influenced
by how we view and define “arms control”
and what we understand the “Revolution in
Military Affairs’ actualy to be, let me offer
you some thoughts on both.

First, on the objective of arms con-
trol — for I’'m not always certain there is a
common understanding why we pursue arms
control. And occasiondly, critics of arms
control accuse some in and out of govern-
ment of pursuing arms control for the sake
of controlling arms, as if that were the de-
sired end. You, of course, understand that
thisis not so. We engage in arms control to
help make our nation — and by extension the
world — a safer and more secure place in
which to live. And we do that principally by
reducing or eliminating arms or systems that
are either destabilizing in themselves (like
"use or lose” first strike strategic systems) or
their presence in large numbers would be
destabilizing (a reason for the CFE treaty),
for instance. We aso seek to increase safety
and security by eliminating weapons which
are particularly inhumane, such as chemical
or biological weapons on the one side, and
dum-dum bullets on the other. And we cer-
tainly seek to limit and eliminate classes of

weapons, like nuclear weapons whose de-
structive power is so overwhelming that
their use could prove catastrophic to man-
kind.

There are, of course, other reasons,
but my point is that while the objectives of
arms control and the reasons we control
ams are in my view relatively narrow, |
would suggest that in this conference we
take a rather broad and more inclusive view
of the methods of controlling arms. Speci-
ficaly, | suggest that we think of arms con-
trol not only as encompassing classic or tra-
ditional treaty based regimes, but also, al
sorts of transparency schemes, different and
innovative confidence building measures,
the whole field of proliferation prevention,
Cooperative Threat Reduction, and even
such regimes as export control and perhaps,
even, methods of preventing terrorism, par-
ticularly terrorists use of weapons of mass
destruction. Now, if one accepts the re-
gimes or methods of arms control to be as
broad as | have just suggested, then from
such a broad view flow more varied and
more demanding information gathering and
processing requirements, which is perhaps
the first linkage between arms control and
information-based technologies of the
Revolution in Military Affairs.

Let me make some observations
about the RMA. Firgt, let me suggest that
the Revolution in Military Affairs is more
than just the application of advanced infor-
mation processing technologies to gain vast-
ly increased knowledge of the battle space.
It is certainly that, but it is more. To be re-
volutionary and have a “profound” influence
on combat operations, you must not only
possess revolutionary awareness of what is
occurring all around you, but must also pos-
sess revolutionary ways to do something
about that of which you have become aware,
while at the same time providing for our
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own forces what Joint Vision 2010 calls
“Full Dimensional Protection.” That is, de-
nying your adversary the battle space
knowledge you have acquired and denying
him the opportunity to attack you through
electronic or physical means.

Extraordinary advances in micro-
electronics, electro optics, satellites, unman-
ned aerial vehicles, and remote sensors are
sweeping aside the fog over the battlefield
and are permitting commanders to see deep
into the enemy’s territory with a clarity
unimaginable even during Desert Storm.
Complementing these developments, remar-
kable progress in information technology,
computers, and system integration will allow
us to process, analyze, and distribute vast
amounts of information all over the battle-
field. And advanced stealthy platforms and
well protected units, using very long range
and extremely precise munitions, will be
able to strike anywhere in the battle space —
literally — from beyond the effectiveness of
enemy defensive systems.

This (new) Revolution in Military
Affairs is thus a marriage between dominant
battle space awareness — extremely precise
deep strike capabilities — and advanced low
observable technologies. And both — the
Revolution in Military Affairs and arms
control — have a potential to significantly
increase our safety and security, but only if
we understand the impact of one upon the
other. If we don’t, we are in danger of con-
Siderably marginalizing the advantages of
one or the other, or worse yet, marginalizing
our security.

That said, let me suggest to you that
there are at least three aspects of the rela
tionship between arms control and the
Revolution in Military Affairs that stand out
at first glance and are worth exploring:
First, the impact of arms control on the
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Revolution in Military Affairs, secondly, the
impact of the Revolution in Military Affairs
on the process of controlling arms; and
thirdly, the impact of the RMA on the sub-
stance of arms control. Here are some ran-
dom thoughts for your consideration.

First, on the possible impact of arms
control on the Revolution in Military Af-
fairs. Most obvious, of course, is the poten-
tial for arms control to constrain our devel-
opments and deployments of RMA-based
systems, weapons, and concepts, thus po-
tentially hampering our ability to fully
dominate the battle space and, as much as
we might have been able to otherwise, to
safeguard our troops. Less capable RMA
might, of course, aso yield less deterrence
in the first place.

National policy makers and defense
planners will need a thorough understanding
of both arms control and the RMA if they
are to make wise decisions where RMA de-
velopment or arms control progress is to
dominate. And for them, the problem will
be in identifying which factors and trade-
offs are critical, given the uncertain origin
and asymmetric nature of future threats.
The flipside, of course, could be that arms
control could prove useful in constraining
the fielding and employment of certain ca
pabilities which in the hands of potential
adversaries might, on baance, be more
harmful to us than like technologies in our
own hands would benefit us.

This is, | submit, a real-world prob-
lem, for although the US leads in RMA de-
velopment, the RMA in essentially a world-
wide phenomenon. Thus, other countries,
some hostile, will benefit from many of the
same technologies and concepts, especially
because they are not unique to the military
sector but are widely available commer-
cially. Just reflect: Advanced computing



equipment, sophisticated encryption sys
tems, a vast array of the most advanced
communications systems, even space-based
systems and geo-positioning capabilities are
al readily available on the international
market to an enterprising nation.

These technologies offer potential
enemies capabilities not just to mirror us but
also to carry out asymmetric attacks on US
information systems and infrastructure that
can cause great damage or at least costly in-
terruptions. On the other hand, arms control
may have a potential role in ameliorating
some of the problems arising from the
global aspect of the RMA. For example, an
enforceable missile technology export con-
trol regime would help protect our space-
based communications, navigation, and re-
connaissance infrastructure.

But how about the impact of the
RMA on the process of controlling arms?
For instance, what are the opportunities to
apply RMA-related technologies and tech-
niques to the information gathering and in-
formation processing requirements of arms
control verification regimes? Thisis an is
sue that will become even more important
and more complex — as we begin to move
from controlling mainly the “quantity” of
systems or weapons, something relatively
easy to keep track of, to the “qualitative’
aspects of arms control.

Also, it is reasonable to expect that
the RMA concept of dominant battle-space
awareness can, | submit, be transformed
conceptually into arms control transparency
by applying the same tools we would to
support combat operations. sensors (and
pertinent intelligence/reconnaissance collec-
tion means); communications, data proc-
essing, fusion and distribution; and various
decision aids. For asin combat, RMA con-
cepts applied to arms control monitoring and

verification should be based on improved
situational awareness, decreased response
time, and making the area under considera-
tion — the arms control equivalent of the
battle space — more transparent.

Clearly, the RMA capabilities ap-
plied to controlling arms can provide a sig-
nificant increase in “transparency” and
“confidence” and, thus, we should be able to
engage in arms control more confidently and
even with the potential of acting within a
violator's decision time cycle. It is even
highly likely that new RMA-type technolo-
gies will make it possible to open up new
avenues to controlling arms, avenues up to
now too difficult to verify.

Well, finally, some thoughts on the
impact of the RMA not just on the process
of controlling arms, but rather on the sub-
stance of arms control. One of the issues
that deserves exploration is the potential im-
plication of RMA-related technologies and
systems for arms race stability and crisis
management. It's the old song. For in-
stance, a potentia rival may develop similar
or countervailing capabilities, thus creating a
high-tech arms spiral. Or superior sensor
and information processing capability on
one side could create the incentive to pre-
empt in an asymmetric attack by the inferior
side against, let's say, a satellite earth sta
tion.

The question is simply this: Could a
commitment to deploy the RMA fuel an
arms race with the net effect over time of
lowering one's security, or is there aways
an advantage to the side that harnesses and
applies the RMA? At the beginning of the
nuclear age, most would have been con-
vinced the answer was in favor of possess-
ing nuclear arms. Now we are no longer so
sure. We ought to at least ask that question
at the beginning of this RMA age.
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In atotaly different vein, one of the
key operational concepts of Joint Vision
2010, “full dimensional protection,” is espe-
cialy pertinent to the impact of the RMA on
the substance of controlling arms.

The requirement for a multi-tiered
missile defense architecture, exploiting
RMA-type technologies, has implications
for the ABM Treaty, START | and Il, and
efforts to control the proliferation of missile
technology. Yet it seems obvious that by
addressing chemical, biological, and nuclear
proliferation, arms control can contribute
significantly to “full dimensiona protection”
by removing at least some of the burden
from the detection and protection tasks that
we would otherwise have.

So what can we make of al of this?
Well, arms control and the Revolution in
Military Affairs are both here to stay, for
they both have the potential to significantly
contribute to our nation’s safety and secu-
rity. Yet we need to learn more about the
impact of one upon the other. However,
even with our limited understanding, it nev-
ertheless seems clear that our challenge will
be to insure that future arms control propos-
as try to anticipate potential RMA devel-
opments and not inadvertently constrain fu-
ture RMA capabilities. On the other hand,
arms control wisely applied has the potential
to make certain RMA tasks easier and to
perhaps fill holes that RMA technologies
might be unable or ill-suited to cover. And
amost certainly, RMA information tech-
nologies promise to make arms control veri-
fication and control easier and even promise
to open up new possibilities for arms control
up to now too difficult to verify or control.

Finally, after a number of years with
the interagency and having been involved in
many arms control issues, | know how im-
portant it will prove to policy makers and
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defense officials to have a deeper under-
standing of the relationship between arms
control and the RMA and a more detailed
knowledge of RMA technologies and their
military application. And the process would
certainly benefit, if we could find a practical
way, to get such information to more mem-
bers of Congress where, after al, al treaties
must go for Senate ratification.

This conference can make a major
contribution by starting this process. Now,
with that | should let you go to work. Thank
you for your attention and have a great con-
ference.
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I ntroduction

From the perspective of defense
planners, the current environment is domi-
nated by the ongoing Revolution in Military
Affairs (RMA), with its emphasis on the de-
velopment of technologies to advance the
concepts espoused in Joint Vision 2010.
The Joint Chiefs of Staff published this 1997
warfighting vision statement to define the
way U.S. armed forces will prepare, fight,
and triumph in future military operations.
The main focus of Joint Vision 2010 is on
achieving dominance across the range of
military operations by applying new war-
fighting concepts such as accurate battlefield
assessment, stealth, precision strike, and
full-dimensional protection. This strategy
emphasizes conventional warfare with low
collateral damage resulting in a decisive
victory. Joint Vision 2010 discusses the in-
corporation of technology into the national
security strategy primarily from the offen-
sve side. Weapons of Mass Destruction

Rear Admiral Michael D. Malone, USN
Deputy Director, Plans & Policy,
U.S. European Command

Dr. George R. Schneiter
Director, Strategic & Tactical Systems,
Office of the Secretary of Defense

(WMD) will play areduced role in the De-
partment of Defense’'s (DoD) offensive se-
curity strategy, although the United States
reserves the right to respond to an uncon-
ventional attack with any available resource.

The rapid technology advancements
represented by the RMA have the potential
to impact traditional arms control methods
in amyriad of ways. Rather than overshad-
owing traditional arms control, however, the
RMA can extend the already powerful tools
and capabilities available to defense plan-
ners. In this session, defense planners
elaborated on future arms control and RMA
efforts, and how they should be used to
complement Joint Vision 2010.

Benefits and Vulner abilities of the RMA
The fulfillment of the Joint Vision
2010 concept greatly depends upon the

technological advancements driving the cur-
rent RMA. As described by one panelist,

15



Joint Vision 2010 calls for the use of ad-
vanced technology to provide U.S. troops
with exceptional knowledge of battlefield
conditions, the state of enemy forces, and
the state of their own forces. Technology
will also be used to alow the United States
to execute rapid, relentless attacks against
opponents to win battles quickly and deci-
sively, while minimizing civilian casualties.
Full-dimensional protection and military su-
periority based on the skill and training of
U.S. soldiers are additional aspects of this
concept.

As the RMA is gradualy imple-
mented, leap-ahead information technolo-
gies for the “digital battlefield” are gaining
importance. Development of a strong com-
mand, control, communication, computers,
intelligence, survelllance, and reconnais-
sance (C4ISR) capability is particularly im-
portant for networking joint defensive sys-
tems in the current environment. Another
maor technology development effort,
brought about in part by the RMA, is the
National Missile Defense (NMD) program.
Although the deployment status of an NMD
system is unsettled, defense planners gener-
aly believe that the “3+3 Standard” (3 years
to detect a threat being developed and 3
years to deploy a counter to that threat) ade-
quately addresses the current situation.

The RMA is an area where the
United States has an inherent advantage over
other states, contended one panelist. United
States forces rely heavily on information
technology systems tools, which contribute a
great deal to the effectiveness and flexibility
of the U.S. military. However, this reliance
has also created certain vulnerabilities. For
example, the security of U.S. information
systems has become an issue because of the
large number of computer hackers seeking
unauthorized access to the sensitive infor-
mation contained within the system. The
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United States has been developing tactics for
identifying and stopping computer hackers,
and has enjoyed some success in this area.
These tactics and the nature of the informa-
tion technology itself provide a self-
checking system to identify weaknesses and
opportunities associated with technology.

Another  vulnerability associated
with the RMA results from the fact that
military requirements are no longer the ma-
jor force driving technological advance-
ments. According to one member of the
panel, because of the RMA'’s heavy reliance
on the ongoing revolution in business affairs
to drive the pace of change, the military is
not in a position to control or direct techno-
logical advancement, or to limit the number
of beneficiaries. With the end of the Cold
War and the accompanying diminution of
the security threat, DoD is no longer the first
among equals. Rather, it must engage in a
fierce competition for resources and influ-
ence with other government agencies, and it
must protect its interests against the com-
peting interests of other sectors. Severa
technologies originally developed for use by
the military, such as the global positioning
system, modeling and simulation techniques,
and encryption codes, are now being used
extensively in the civilian sector. This
sharing of technology has important impli-
cations for national security and arms con-
trol because it contributes significant capa-
bilities and tools to the civilian sector.

Arms Control Concernsfor the Defense
Planner

Defense planners percelve nuclear
arms control to be a positive reinforcement
of nuclear deterrence that has led to greater
stability and security on a global scale.
However, in the current environment, DoD
is grappling with how to apply traditional
arms control approaches to new security



scenarios using RMA capabilities. Accord-
ing to one panelist, arms control agreements
can be characterized as both either “hard” or
“soft.” “Hard” arms control measures have
instituted limits on the types of equipment,
gualitative improvements on equipment, and
the type of alowable testing; while “soft”
arms control consists of confidence and se-
curity building measures, demonstrations of
new equipment, data exchange, and other
transparency measures. The RMA is result-
ing in the creation of new classes of weap-
ons such as unmanned aerial vehicles and
anti-satellite weapons that are not covered
by either type of arms control measures.
This dituation is further complicated by the
RMA because treaty negotiations that do
target newer areas often last so long that the
final agreement produced by those negotia-
tions runs the risk of being outpaced by
technology.  Concurrently, existing arms
control agreements are in danger of becom-
ing irrelevant by the development and pro-
liferation of new capabilities. The issue of
how to account for advances in technology
has been particularly challenging for defense
planners and has required sophisticated
planning and strategizing to demonstrate
how weapons and policies would be affected
by proposed arms control measures.

In addition to the disparity between
the negotiation, adoption, and implementa-
tion of arms control measures and the pace
of technological advancements, a disparity
exists between the arms control community
and the defense planning community re-
garding confidence in the various arms con-
trol measures and their associated verifica
tion regimes. Specifically, while the arms
control community is pushing for the adop-
tion of new and expanded arms control re-
gimes, defense planners are concerned that
the verification measures contained in these
regimes may not be adequate and that there
is a need to develop protective measures in

the event that arms control agreements are
violated. One example of such a measure is
the recent decision to vaccinate al U.S.
military personnel against anthrax.

Defense planners are also concerned
that arms control is driving security strategy
rather than the preferred reverse situation.
Furthermore, in the current environment,
Non-Governmental Organizations (NGOs)
are increasingly competing with defense
planners for influence over the arms control
agenda. This situation is a cause for concern
because of the potentia for humanitarian
interests to take primacy over security con-
cerns. For example, the recent effort to ban
the use of anti-personnel landmines (APL)
was spearheaded by humanitarian NGOs
and resulted in the adoption of an interna-
tional treaty that contains no verification or
enforcement measures. In the opinion of
one panelist, the APL Treaty is aso prema
ture because it discards an established de-
fense mechanism without providing a viable
substitute. Furthermore, there is the strong
potential that countries that still use land-
mines will ignore this treaty. Asaresult, in
gpite of an international APL agreement, the
U.S. military must continue to plan to
counter landmines used by countries that are
not party to the treaty.

The primacy of humanitarian inter-
ests over security concerns is aso exempli-
fied by the Kyoto Protocol. Environmental
NGOs spearheaded this international meas-
ure designed to limit emissions, reduce
greenhouse gases, and protect the environ-
ment. However, this measure has the po-
tential to limit U.S. force maneuverability
during wartime and training missions, an
issue that was overlooked during negotia-
tions. As nationa security concerns con-
tinue to compete with other priorities, one
panelist asserted that DoD must pay closer
attention to activities beyond its immediate
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realm that may restrict its capabilities, make
extraneous claims on its resources, and alter
the execution of war plans.

The Future of US-Russian Bilateral
Strategic Arms Control

Regarding the future of the Strategic
Arms Reduction (START) Il Treaty, one
panelist remarked that it is too dangerous for
the United States to make unilateral cuts to
its nuclear force without parallel actions
taken by the Russians. He argued that this
type of action would set a negative prece-
dent for future negotiations between the two
countries and recommended that the United
States persevere in its support for the ratifi-
cation of the START Il Treaty by the Rus-
sian Duma. If ratification does not occur in
a timely manner, the United States should
continue to work with Russia to further de-
velop its partnership and to reduce the stra-
tegic threat in other ways. Current bilateral
measures such as limited information shar-
ing and visits to military facilities have been
shown to have great value to the U.S. mili-
tary and scientific communities, and a great
dea of vauable knowledge is gained
through these exchanges. In addition, such
exchanges have resulted in strengthening
and diversifying U.S.-Russian relations at
the working level.

Regardless of the outcome of
START Il, START Il islikely to be the last
bilateral arms control treaty negotiated by
the United States using the traditional nego-
tiation approach. Further reductions in the
level of strategic nuclear weapons are ex-
pected to necessitate a rethinking of national
security, deterrence strategy, and strategic
arms control. In addition, many in the arms
control and defense planning communities
believe that future arms control treaties will
require the participation of other nuclear
powers, according to the panelist.
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Stockpile Stewar dship

Even with the implementation of im-
portant arms control measures, nuclear
weapons will continue to underpin U.S. se-
curity strategy into the foreseeable future,
regardless of the fact that the United States
has halted the production of new weapons
and ceased underground testing. One mem-
ber of the panel described how the Depart-
ment of Energy (DOE) has responded to the
challenge of maintaining the viability of the
aging U.S. nuclear stockpile without the use
of underground tests by initiating the sci-
ence-based stockpile stewardship program.
This program is working to maintain a
credible nuclear deterrent using cutting-edge
scientific and information technology. Im-
plementation of the stockpile stewardship
program requires a major contribution from
the national laboratories, specifically in the
areas of modeling and simulation, to main-
tain the stockpile in the absence of testing a
nuclear explosive yield. DOE is required to
certify the reliability of the nuclear stockpile
on an annua basis using data obtained
through the stockpile stewardship program.
While the funding for the stockpile steward-
ship program is currently stable, it will re-
quire a dedicated effort in the future to
maintain this budget. That effort will neces-
sitate moving beyond a Cold War mentality
while remembering the relevant precepts
from that period, and attracting a new gen-
eration of scientists in order to ensure the
maintenance of necessary scientific tools.

Summary

While maintenance of nuclear deter-
rence continues to be reinforced through the
evolving concept of arms control, technol-
ogy developments occurring under the RMA
present a variety of challenges to the future
of arms control. The RMA is vita to
achieving the objectives spelled out in Joint



Vision 2010. In addition, the successful im-
plementation of the stockpile stewardship
program is dependent on the RMA to pro-
vide the cutting-edge scientific and infor-
mation technologies to maintain the credi-
bility of the U.S. nuclear deterrent in the ab-
sence of underground nuclear testing.

Concurrently, the reliance on leap-
ahead information technologies being devel-
oped for the digital battlefield has created
new vulnerabilities, especialy in the area of
command, control, and communications.
The RMA’s dependence on the revolution in
business affairs means that defense planners
have less control in directing or limiting ac-
cess to technological advancements. This
has resulted in concerns that external factors
are having a much greater impact on na
tional security strategy. AsS a consequence,
closer attention must be paid to activities
beyond the immediate defense-planning
realm that may restrict capabilities, make
claims on resources, and alter the execution
of war plans. DoD is also grappling with
how to apply traditional arms control ap-
proaches to new security scenarios and is
using sophisticated planning and decision
techniques to understand how the weapons
and policies of tomorrow will affect current
and future arms control measures. Within
this context, existing negotiated reductions
must be fully implemented through the rati-
fication of START Il in order for further
progress to be made toward the conclusion
of a START IIl Treaty. START Il will be
the last bilateral nuclear treaty because fu-
ture nuclear treaties will stipulate reductions
a levels that will likely require the partici-
pation of the other nuclear-weapons states.

The RMA and its effect on arms
control are of major interest for severa rea-
sons. First, technology sharing between the
military and civilian sectors has important
implications for national security and arms

control because it contributes significant ca-
pabilities and tools to the civilian sector. In
addition, the RMA is resulting in the crea-
tion of new classes of weapons that are not
covered by arms control measures. One
potential outcome of thisisthat current arms
control agreements run the risk of becoming
irrelevant by the development and prolifera-
tion of new capabilities. Furthermore, treaty
negotiations often last so long that the final
agreement has the potential to be outpaced
by technology. Finaly, concerns have been
raised regarding the adequacy of current
verification regimes for guaranteeing full
compliance with arms control treaties, a
situation which is being further exacerbated
by the diffusion of more complicated tech-
nologies.
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LUNCHEON SPEECH BY
SENATOR SAM NUNN
Senior Partner, King & Spalding

Thank you, General Curtin — General
Shali — Admiral Macke — Distinguished
guests. My central point to this gathering of
experts today is as follows. As we discuss,
debate and evaluate our revolution in mili-
tary affairs, don't we also need to begin a
revolution in our thinking on arms control —
both in concept and definition? Let me be-
gin by giving you a smple quiz: Are these
scenarios real or fictional:

Scenario 1. An important region
declares independence, claims ownership
over the nuclear forces stationed on its ter-
ritory, and requires nuclear commanders to
swear alegiance to the new state. The Rus-
sian General Staff kicks into high gear, dis-
patching caravans of specia trucks and
trains to retrieve thousands of tactica nu-
clear weapons from the breakaway region
and transporting them to storage facilities in
a more secure region of Russia. It also pre-
pares for the cumbersome task of deactivat-
ing strategic nuclear missiles in the new re-
public and moving their warheads back
home.

The new state, however, thwarts the
Russian effort. Its militia surrounds the nu-
clear weapons sites and blocks access to the
highways and railways leading out of the
country, preventing Russids elite nuclear
weapons custodians from moving their
cargo. Meanwhile, the new regime under-
takes preparations for seizing control of
strategic missile forces. The Russian Gen-
eral Staff alone holds the special unlock
codes needed to fire the missiles, but the
locking devices are actualy built in the
breakaway state, and given time, it could
simply install and code its own devices. The

Russian military estimates these steps could
be completed in a few weeks, at which time
it would lose launch control over these mis-
siles unless it acted quickly to sabotage the
installations or regain physical control
through large-scale military intervention.
Redl or fiction?

Scenario2.  Didloya politica and
military figures topple the existing Soviet
regime placing the President under house
arrest. The conspirators include the defense
minister, head of the federa intelligence
branch, chief of the General Staff, and a
group of hard line nationalist politicians.
The coup plotters declare a nuclear alert for
al forces. The launch codes remain in the
hands of the military, but the politica tur-
bulence splinters the military. The chain of
nuclear command is broken, compromised,
and confused. Real or fiction?

Scenario 3. Troubling blips sud-
denly appear on the screens at radar sites
across northern Russia. One or more mis-
siles apparently have been launched from an
area of the Norwegian Sea known to be rou-
tinely inhabited by U.S. and British strategic
submarines capable of hitting Moscow with
hundreds of nuclear warheads in 15 minutes.
The early warning center flashes a missile
attack warning to the Russian president and
his top nuclear advisors. The General Staff
alerts the missile commanders across Russia
to begin launch preparations. A countdown
to impact begins as the radars and satellites
continue to track the trajectory of the threat-
ening objects. Russia's main retaliatory op-
tion calls for the President deciding whether
or not to launch no later than ten minutes
after an enemy missile attack. Two minutes
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before the deadline for rendering the fateful
decision, the senior duty officer at the
warning center informs Russias President
that the missiles flight path appears to pose
no threat to Russia after al. Days later, the
Russians find a misplaced U.S. notification
of asatellite launch. Real or fiction?

Scenario4. A computer hacker
who called himself the "Phantom Diaer"
seizes control of important computer net-
works around the world — at universities,
corporations, banks, federal agencies and
military facilities — including top secret
weapon research sites. Asthe FBI computer
crime squad launches a major investigation,
guestions and speculation are rampant. Is
the hacker a spy, a foreign agent, a saboteur
or a thief? When law enforcement finaly
burst into the Phantom Dialer's house in
Portland, Oregon, they find a 20-year old
youth, severely brain damaged by vird
hepatitis. He lives with his father and his
bedroom is littered with piles of paper,
mounds of dirty laundry, rotting food and
lumps of dog feces.

His fingers are gnarled like an old
man from typing on the computer 20 hours a
day. The lenses on his glasses are covered
with fingerprints, oil and dirt, and by the
pungent odor, it is clear that he had not
taken a shower for weeks. It is clear to the
arresting officer that no jury in the country
would convict a socialy, mentally and
physically handicapped kid for sophisticated
computer crimes. The decision is made by
the FBI not to prosecute, but instead, to keep
the story quiet. Real or fiction?

Scenario 5.  Two hackers (Datas-
tream Cowboy and Kuji) go through com-
puter systems at sites in Asia, South Amer-
ica, Mexico and Latvia before gaining "root
control" of the computer system at the U.S.
Air Force Rome Laboratory, and from there,
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launching successful penetration at busi-
nesses and government facilities in America
and around the world, including the South
Korean nuclear agency. Read or fiction?

Scenario 6.  Libya decides after
Desert Storm that the U.S. is too sophisti-
cated and powerful to confront, even with
chemical, nuclear or biological weapons.
The Libyan Intelligence Agency begins a
high priority interview process with young
people who have computer skills. By early
1992, the Libyan Intelligence community
has chosen 25 of their best and brightest
computer geniuses and given them an as-
signment — carefully and methodically ana-
lyze the critical components of the U.S.
economy, including telecommunications,
energy, finance, transportation and emer-
gency services, for their vulnerability to cy-
ber attack. Give us a quarterly report on
your ability to plant computer germs, con-
fuse, interrupt and/or bring down computers
and key nodes controlling Americas critical
infrastructure by city or by region. You will
be given all the resources you need. The
future of Libya depends on your skills. You
must be ready to implement your plan by the
year 2000. Real or fiction?

Scenario 7. With help from insid-
ers, a crimina organization breaches the
physical security for small tactical nuclear
weapons and spirits them out of Russia
selling them to terrorists supported by Libya
and Iran. Meanwhile, unpaid personnel
within Russia's sprawling complex of facili-
ties run by the Ministry of Atomic Energy
succumb to temptation and sell weapons-
grade fissile materials to a crimina organi-
zation. A nuclear bomb is smuggled into a
U.S. city and another one is on the way.
Real or fiction?

Scenario 8. Two countries, with
extreme religious and historical animosity,



who have fought three recent wars, explode
nuclear tests within days of each other.
Neither has weapons which could survive a
nuclear first strike. Neither has a sophisti-
cated warning system. Neither has fail safe
procedures or PAL devices. Neither has
adequate command control or communica
tions. They have alow level civil war going
on over disputed territory. Both frequently
accuse the other of terrorist attacks. A bomb
goes off in a train killing many innocent
people.

During this period of increased ten-
sion, a top General reports to the Prime
Minister, "Our human sources tell us an at-
tack against our nuclear facilities is immi-
nent. Our top military leaders are unani-
mous, Mr. Prime Minister. We must launch
a defensive nuclear attack against them now
or lose our weapons and our nation." Real or
fiction?

The answers. Scenarios 1, 2, 3, 4%,
and 5 have dready occurred. [* From At
Large, by D. Freedman and C. Mann] To
the best of my present knowledge, Scenarios
6 and 7 are figments of my imagination.
Scenario 8 is unfolding before our eyes each

day.

My message — Our world has
changed — we must think anew. Today, in-
terconnected vital national functions such as
telecommunications, energy, pipelines,
transportation, finance and emergency hu-
man services — all accessible through public
computer networks — provide a target-rich
environment for terrorists, criminals, prank-
sters, malicious hackers as well as sophisti-
cated state-directed computer experts.

The United States, indeed the world,
is currently undergoing not only a military
revolution, but a threat revolution. Both are
related to the information revolution, which

poses an extraordinary set of new opportu-
nities and chalenges. My main point today
— with the world changing al around us, we
must think out of the box. A few assertions
and then | will close by posing a few more
difficult questions for this audience, filled
with top leaders and experts.

First, the world has never before had
an empire collapse ill containing over
30,000 nuclear weapons, tons of chemical
and biological weapons, thousands of mis-
sles, and scientists who know how to make
these weapons, but don't know how to feed
their families.

Thanks to many in this room, we
have made amazing progress with the Coop-
erative Threat Reduction program in pre-
venting three of four successor states with
fingers on the trigger from retaining their
nuclear weapons. We have made great pro-
gress in helping to destroy thousands of mis-
siles and bombers, in dismantling thousands
of warheads and in helping Russia and other
successor states begin to more accurately
safeguard, transport, inventory and account
for their warheads and their nuclear materi-
as. As you know, this program is revolu-
tionary in concept and implementation, but
political developments here or in Russia
could disrupt it with short warning. We
have miles to go before we deep.

Today, the biggest threat to U.S.
fundamental security interest is not based on
Russias strength, but on Russias weakness
now combined with their missiles and their
nuclear, chemica and biological arsendls,
materials and know how.

Consider: Russias loss of empire,
their demoralized conventiona military
forces, their humiliations in Afghanistan and
Chechnya, their lack of pay and housing for
their troops, their eroding warning systems,
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including radar and satellites, and their in-
creased reliance on nuclear forces and early
launch — all add up to an entirely different
kind of threat to the U.S. and to them. | be-
lieve that it is time for both the U.S. and
Russia to think far beyond Start 11 and even
Start 111, While we must improve, expand
and accelerate the Nunn-Lugar program and
the Nunn-Lugar-Domenici program and we
must also think beyond these programs.

Before getting to my "thinking
anew" guestions, let me strongly endorse the
findings and recommendations of the Marsh
Commission on Infrastructure Protection
and President Clinton's recent Directive.
Our critical infrastructure is owned by the
private sector, but can only be protected by a
public/private partnership based on dia-
logue, coordination, cooperation and infor-
mation sharing. A few critical steps must be
taken by our federal government in the im-
mediate future:

1. The federal government must get its own
house in order on the Year 2000 prob-
lem.

2. The federal government and the private
sector must reach a balanced, sensible
approach to encryption.  (Condition
precedent to building trust.)

3. Lega obstacles to public/private infor-
mation sharing must be removed —
which means the President and Congress
must lead.

4. An awareness and national education
effort must be launched.

Cyber attacks and terrorist attacks

using weapons of mass destruction have
some important attributes in common:
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1. It is difficult to identify and locate the
origin of the attack.

2. It is likely that there will not be prior
warning.

3. Attempts to deter will be extremely dif-
ficult because of the problem of identi-
fying a perpetrator with areturn address.

4. The attack may be disruptive or damag-
ing not just in the actual physical dam-
age, but in diminishing confidence in our
government, our economy and our con-
stitutional protections.

5. The first chalenge for government and
industry is to prevent attacks but also to
prepare and train for managing the crisis
and mitigating the consequences. Our
frontline response teams, whether police,
fire and emergency medical personnel or
corporate information managers and law
enforcement officials, must be prepared
and equipped and must examine and
practice — in advance — scenarios, op-
tions and operational plans.

The new Defense Threat Reduction
Agency is being created at an opportune
time to take the lead in addressing these vital
security issues in this new revolutionary era.

Before closing, let me throw out a
few more difficult questions for our experts
to ponder:

1. Is the operational soundness of Russids
warning system as important to Amer-
icas security as our own? Should we
propose a cooperative program with
Russia for a joint ballistic missile and
aircraft warning and tracking system
providing worldwide coverage not only
of U.S. or Russian launches, but aso
third country missile launches? Should



we visualize including China, Britain
and France at some point down the road?

. Should we offer to both India and Paki-

stan a jointly manned center for early
warning of missile launch using our de-
tection satellites and our radars on Ae-
gis-equipped ships in the Indian Ocean?
Should this proposal, if made, be condi-
tioned on both countries pledging to take
verifiable steps to assure the world that
nuclear weapons are not being de
ployed? Should we ask Russiato joinin
this proposal with Russias own missile
warning radar providing partial coverage
of both India and Pakistan? Should we
design this concept so that it could in-
clude Chinain the future?

. Should we propose to Russa
joint/mutual and verifiable measures to
de-alert warheads to reduce the danger
of accidental or unauthorized launch?
Can we develop de-alerting measures
that are affordable to Russia and that can
be used as interim measures while we
are both building down to START Il and
hopefully START 111 levels? As confi-
dence develops over a period of time,
can we go further by de-aerting most
warheads on both sides, so that any large
launch would require days of prepara-
tion?

. Does Russia have a Year 2000 problem?
Does it affect their missiles or the safety
of their nuclear arsenal? Does it affect
their energy producing nuclear power
plants? Are they addressing these prob-
lems? Do they need help? How is our
national security affected? The same
guestions should be posed for China,
Britain and France and indeed for all
commercial reactors.

5. Can Russia today accurately detect the

origin of a third country or terrorist use
of a nuclear weapon against its territory?
Can we? Will the Russians know that
the attack did not come from the U.S.?
Should we consider expanding the pres-
ent (primarily data exchange) risk re-
duction centers to include a team of U.S.
and Russian military experts working
together full-time to prevent prolifera-
tion and to prepare and plan for a coor-
dinated reaction to third countries or ter-
rorist use or threats to use nuclear,
chemical or biological weapons?

. Should we deveop a pardle

U.S/Russian law enforcement center to
develop ways and means of cooperating
on crimina and terrorist attempts to ac-
quire or sell weapons of mass destruc-
tion?

. What is our assessment of the risk of

Russia's weapon grade plutonium stock-
pile and highly enriched uranium?
Given Russias economic distress, is this
stockpile at high risk? If so, do our na-
tional leaders and Russia's leaders fully
understand the third country and terrorist
dangers? Should a joint program to
bury, burn or buy plutonium taken from
weapons assume a much higher priority
in terms of our focus and our resources,
as well as the expenditure of political
capital by our elected leaders?

. How can we link up international law

enforcement to dea with the cyber
threat? How do we deal with the "in-
struction manuals' increasingly available
on the Internet, providing "how to" lists
on constructing weapons of mass de-
struction and carrying out cyber attacks?
How do we use market forces like li-
ability insurance to give our private
sector the incentive to pursue vigorous
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information security efforts? How do
we share classified threat assessments
with those in the private sector who need
to know?

You will undoubtedly think of many
more profound and productive questions. |
conclude where | began — we must think out
of the box —we must think anew. Asl| leave
these questions for you to ponder, | urge you
to use your knowledge and wisdom to think
anew.
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PANEL 1
TECHNOLOGICAL PROLIFERATION AND ARMS CONTROL

Chair:

Dr. Paula Scalingi
Director, Decision and Information Sciences Division
Argonne National Laboratory

Mr. John Lauder

Special Assistant to the Director of Central
Intelligence for Nonproliferation,

Central Intelligence Agency

Mr. Bruce W. MacDonald
Assistant Director, White House Office of
Science & Technology Policy

Dr. George Menas

Assistant Director for Policy Planning,
Defense Technology Security
Administration

I ntroduction

The success of the Allied coalition
led by the United States in the 1991 Gulf
War was due, at least in part, to the techno-
logical superiority enabled by the Revolu-
tion in Military Affairs (RMA). As aresult
of this impressive show of force, potential
adversaries are now believed to be seeking
asymmetrical responses to U.S. military pre-
eminence. Many of these asymmetrical
challenges are posed by technologica pro-
liferation gained via the increased availabil-
ity of expertise and technologies; relatively
inexpensive chemical, biological, and ra
diological weapons, cyberspace weapons,
and information warfare techniques. The
increasing access to technology, including
the ongoing explosion in information tech-
nology, has put advanced weapons and re-
lated capabilities into a greater number of

Colonel ThomasD. Miller, USAF

Chief, National Security Policy Division
Nuclear & Counterproliferation Directorate,
Headquarters, U.S. Air Force

Mr. Robert Waldron

Director, Office of Research &
Development, Office of Nonproliferation &
National Security, Department of Energy

hands than ever before. The successful man-
agement of these new challenges requires
the identification of new threats, an assess-
ment of intelligence collection and analysis
capabilities to identify gaps, and an ap-
praisal of the role of research and develop-
ment (R&D) for protection, detection, miti-
gation, response, and recovery procedures.
The implications of this proliferation of
technology for defense R&D, operational
planning, and future arms control require-
ments, regimes, and methods were the sub-
ject of this panel’s discussion.

In an effort to establish the appropri-
ate context, the panel discussed two recent
presidential decision directives, linking U.S.
Government programs addressing arms
control, nonproliferation, counterprolifera-
tion, counterterrorism, force protection, and
consequence management. The first direc-
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tive outlines a basic restructuring of the U.S.
national security focus for the purpose of
critical infrastructure protection. It calls for
an expansion of cooperation on critica in-
frastructure protection with like-minded and
friendly nations, international organizations
and multinational corporations. The other
directive focuses on the weapons of mass
destruction (WMD) threat from international
terrorism, as well as the implications for
consequence management from such an at-
tack. These directives establish a basis for a
comprehensive strategy providing protection
against and an appropriate response to the
proliferation threats of today. This compre-
hensive strategy must also include an analy-
sis of intelligence and technology sharing
arrangements with foreign countries, an es-
timation of the regulatory and lega meas-
ures to be implemented, and a reexamination
of the conceptual implementation approach.

The Technology Proliferation Threat

The current international environ-
ment is setting the stage for changes in U.S.
perceptions of the proliferation threat. As
described by one panelist, the end of the
Cold War and collapse of the Soviet Union
have called into question the fate of Russia's
30,000 nuclear weapons, fissile material,
and chemical and biologica (CBW) infra-
structure, creating a diverse array of poten-
tial proliferation opportunities. Traditional
arms control was largely successful in
meeting many of its objectives and contain-
ing the threats of the Cold War era. Today,
however, both the focus and the objectives
of arms control are changing in response to
the new global redlities. This new erais ex-
emplified by the implementation of multilat-
era treaties like the Chemica Weapons
Convention (CWC) instead of bilateral trea-
ties like the Intermediate-Range Nuclear
Forces (INF) Treaty. Furthermore, the em-
phasis of arms control is moving from a fo-
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cus on delivery systems to the weapons
themselves, and from accentuating the qual-
ity of treaty-limited armaments over the
quantity.

Although monitoring missiles, silos,
tanks and armored divisions is difficult,
monitoring the proliferation of technologies
is extraordinarily complicated, according to
the panelist. To combat this monitoring
challenge, a number of issues must be ac-
knowledged and addressed. First, detecting
the existence of both know-how and the
dual-use technologies necessary to produce
weapons rather than commercial goods is
difficult. The difference between an indus-
trial facility producing fertilizer versus
chemical weapons, or producing vaccines
versus biological weapons is extremely sub-
tle. These types of facilities have a count-
less number of willing suppliers, and the
products they produce are easy to develop,
hide, and explain away. Second, the in-
creased self-sufficiency of national weapons
development programs makes the detection
of illegal activities much more difficult. For
example, North Korea has been able to de-
velop its No Dong missile without external
assistance, and has actively sought export
markets for this missile throughout the Mid-
dle East and Asia. Third, it is much more
difficult to track expertise than equipment.
The facilitated movement of both people and
information across borders has greatly ex-
panded educational and proliferation op-
portunities. Fourth, illegal programs can be
covered up with successful denial and de-
ception efforts and aggressive counterintel-
ligence operations. Finadly, there are lower
tolerance thresholds in today’s environment
with the development of potent CBW, many
of which require only a small amount of
agent to cause militarily significant damage.

Such realities stress the capabilities
of U.S. monitoring and intelligence systems,



and complicate the detection of these
threats. Moreover, the decreasing effective-
ness of existing tools increases the difficulty
of enforcing traditional arms control and
nonproliferation policies. Tools that had
been used in the past, namely national tech-
nical means (NTM), diplomatic demarches,
and on-site ingpections, have declining util-
ity against the technologies of today. Na
tional technical means has a limited capabil-
ity to detect illegal activities unambiguously.
The current distribution and deployment of
NTM components maximizes support to
military operations and traditional arms
control, and offers only a limited capability
for determining activity inside a potential
production facility. Diplomatic demarches
have declining utility because it is difficult
to include information attained through
NTM or by other intelligence means without
compromising intelligence sources or meth-
ods. Finaly, on-site inspections, used in
isolation, may have to be so intrusive that
they could threaten national security in some
instances.

I ssues and I mpacts of Technological
Proliferation on Long-Term R&D

According to one panelist, the prolif-
eration of information and technology is
well beyond the control of R&D agencies.
Information and technology proliferation is
complicated by internet and satellite com-
munications, the growing international mo-
bility of technical personnel, the increasing
demand for dual-use technologies, and the
unlimited opportunities associated n appro-
priate response to the proliferation threats of
today. This comprehensive strategy must
also include an analysis of intelligence and
technology sharing
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ments with foreign countries, an es-
timation of the regulatory and lega meas-
ures to be implemented, and a reexamination

of the conceptual implementation approach.
The Technology Proliferation Threat

The current international environment is
setting the stage for changes in U.S. percep-
tions of the proliferation threat. As de-
scribed by one pao longer applicable. The
user base for R&D has expanded to include
new and growing sectors in the civilian
population. Often, these sectors have more
immediate technological needs than do
military operators. In addition, recent inter-
national proliferation-related incidents, such
as the use of sarin gas in the Tokyo subway
system, have triggered the need for quick
response technologies, resulting in new op-
erational requirements for the users and
highlighting a significant shortcoming in
capabilities. To fill these gaps, maor im-
provements must be made in multiple tech-
nologies to augment capabilities and to ex-
pand the technology base.

The increased number of consumers
of technology, the quicker pace of the arms
control negotiation process, and the push for
short-term results have greatly hastened the
demand for arms control R&D products to
the point where short-term tactical needs are
eclipsing strategic goals.  Whereas the
United States spent decades completing the
initial Strategic Arms Reduction Treaty
(START), the INF, and CWC treaties and
thelr requisite technology regimes, a three to
five year timeframe is now projected for
concluding START Ill. Even with these
pressures, the panelist warned, it is crucia
that the United States maintain the necessary
balance between both short and long-term
R&D objectives.

Export Control, Technology Transfer,
and Ballistic Missile Proliferation
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The exponential growth curve of to-
day’s technologies has important implica-
tions for the relevancy of arms control, both
in traditional tasks and in new areas. Tech-
nological change will make arms control
implementation tasks more difficult and cre-
ate entirely new national security problems,
placing additional demands on resources and
reaction capabilities. A thorough under-
standing of these technologies and the adop-
tion of a wider-ranging, unconventiona ap-
proach are required to meet the challenge of
effective arms control implementation and
threat reduction.

The United States has made export
control one of the fundamenta tenets of its
proliferation prevention policy, however, as
one panelist contended, its execution is not
without its own problems. Even during the
Cold War when there was an easily recog-
nizable threat, export control was not an im-
penetrable shield. In spite of export con-
trols, the Soviet Union was still able to de-
velop WMD, but because of these controls,
this process took longer and cost more. To-
day, it is much more difficult to control
technology, and export control processes
must adapt as aresult. However, the United
States must engage in international trade
and, therefore, must find effective ways to
use export control without adversely affect-
ing its own commerce. To optimize the ef-
fectiveness of export control, it must be
multilateralized, and key technologies must
be targeted for containment.

Beyond export control, the halting of
technology proliferation is a complex and
difficult process because technology is
knowledge, not just a collection of objects
that can be restricted through export control
procedures. Similarly, transferring an object
does not necessarily transfer the technology
and knowledge required to operate and
maintain that object. Even when an object is
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acquired, it cannot always be reproduced,
because the reverse engineering of tech-
nologies requires technological sophistica-
tion comparable to or greater than that of the
original producers. Within this context, one
panelist cautioned that more attention must
be paid to the difference between transfer-
ring missiles and transferring missile tech-
nology, and how this technology transfer
takes place. For example, during the Gulf
War, when Iraq attacked Saudi Arabia with
SCUD missiles, the Saudis faled to fire
back using their CSS-2 missiles because
they lacked the operationa knowledge for
using the equipment.

This instance illustrates that even if
technology is transferred, it is not always
employed effectively. Moreover, the de-
ployment of certain types of systems is ex-
tremely complicated, and requires a great
deal more than just the acquisition of the
basic technological components. For exam-
ple, the successful deployment of long-range
ballistic missiles requires not only the de-
velopment of the individual components, but
also the integration of the reentry vehicles
and payload, propulsion, guidance, control,
and ground support infrastructure systems.
In addition, ballistic missiles require com-
plicated manufacturing processes, the whole
of which is more complex than the sum of
its parts. For this reason, the task of system
integration should not be underestimated.
Moreover, because of these complexities
and production requirements, the develop-
ment of long-range missiles is easily detect-
able. Ballistic missiles cannot be tested un-
derground and, when tested above ground,
leave very obvious signatures which are
easily discernible. Finaly, long-range mis-
siles cannot be developed using short-range
missile technology because the difficulty in
developing a missile, both in engineering
and material requirements, increases expo-
nentially as its range increases.



According to one panelist, current
studies indicate that the United States will
not face a ballistic missile threat from coun-
tries that do not currently possess such ca
pabilities for at least 15 years. Rather, the
proliferation of other technologies will pose
a more immediate security threat in the
coming years. As a result, resources to re-
duce those threats should be distributed ac-
cordingly. Specifically, the panelist pointed
to cyberspace warfare as an important new
challenge, the implications of which must be
addressed on an urgent basis. He stated that
as computers become the central nervous
system of modern economies, a cyber-attack
could affect critical sectors of the American
economy and paradyze segments of the
American infrastructure with damage equal
to that of a well-placed one-megaton nuclear
bomb. Cyberspace warfare is a potentially
immense threat that will require the use of
al available defense resources to be effec-
tively countered.

Technology Proliferation: Security
Impacts and Opportunities

While technology proliferation does
not necessarily produce new modes of war-
fare, it does impose a new set of conditions
in which warfare is waged. Consequently,
as one panelist contended, traditional threats
on the battlefield are being compounded by
new technologies. Limited defenses, arms
control, and robust deterrents currently un-
derwrite the national security framework.
However, a comprehensive capabilities-
based approach must be incorporated to op-
erate on a playing field composed of many
different potential threats. This approach
will require the formulation of a counterpro-
liferation master plan that will examine and
leverage existing capabilities. Using a
threat-based perspective within this master
plan, the impacts of passive defense versus

active defense must also be considered, and
a balanced approach must be taken to coor-
dinate the use of counterforce, active de-
fense, and passive defense. Furthermore,
the plan must contain guidance regarding the
exploitation of vulnerabilities exposed by
potential adversaries as they seek to exploit
emerging technologies.

As proliferating technologies directly
challenge national security, those technolo-
gies and how to deal with them become de-
fense-planning problems. As one panelist
asserted, a treaty or agreement which estab-
lishes international norms of behavior that
seek to bound or control the nature of this
defense-planning problem can be very bene-
ficia. Despite the positive aspects of arms
control, the panelist cautioned, it comes at a
cost, and the impact of these costs must be
kept in perspective with regard to both de-
fensive and deterrent forces. The military
criterion when evaluating a treaty is to cal-
culate the treaty’s effect on the military’s
abilities to accomplish its national security
mission. With the complexity, intrusive-
ness, and numbers of treaties increasing,
arms control is often a double-edged sword
that places a tremendous implementation
burden on the military. Arms control trends
demonstrate growth in many directions. As
a result, the military must continue to pay
close attention and remain engaged in treaty
negotiations to ensure that the instruments of
defense, deterrence, and arms control act in
concert.

Summary

The focus and objectives of arms
control are changing in response to the new
realities of the post-Cold War period. Many
of the changes have been motivated by the
ever-increasing access to advanced tech-
nologies and the desire by potentia adver-
saries to seek asymmetrical responses to
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U.S. military preeminence. The emerging
challenge is for the national security com-
munity to respond to the threats associated
with the proliferation of technology and the
related WMD threat by crafting a new ap-
proach to the development, management,
and maintenance of technology.

The RMA has an important role to
play in the process by providing many of the
tools needed to augment capabilities and ef-
fectiveness. The existing tools used to
mount the battle against technological pro-
liferation have been shown to be insuffi-
cient. As a result, export controls, R&D,
and intelligence methods and capabilities
must be adapted and enhanced to meet the
challenges posed by modern technologies.
In addition, the electronic and physical in-
frastructure that allows for these tools to be
used must be protected from tampering,
disturbance, and destruction. Following the
implementation of these enhancements, the
resulting tools will both promote and com-
plicate the effective implementation of arms
control agreements. They will help by pro-
viding more discriminating technologies to
be used in monitoring and inspection re-
gimes to verify compliance. However, they
will hinder arms control implementation by
requiring more time and information obliga-
tions from the inspecting and inspected par-
ties. Despite these additiona burdens, the
effective implementation of arms control
will ensure its relevancy in the face of con-
tinued technology development and prolif-
eration.

The proliferation of technology ac-
counts for the transfer from one actor to an-
other of both objects and the knowledge of
how to employ them. However, transferring
an object does not always transfer the rele-
vant knowledge. On the other hand, the
transfer of knowledge is more difficult to
track than physical objects because of the
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increasing mobility of people and greater
accessibility to highly specialized informa-
tion. The internet has made the isolation
and protection of many types of information
difficult if not impossible, and the trend is to
grant greater access a all levels of informa-
tion. While export control can stem a cer-
tain amount of technologica proliferation,
the redlity is that controlling the diffusion of
technology may only be a temporary stop-
gap measure in the long-term strategy of na-
tional defense. Therefore, it is imperative
that the R&D and national security organi-
zations designed to meet these proliferation
challenges are well equipped to stay ahead
of their competition.
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I ntroduction

Many countries possess the capacity
to form the building blocks of weapons of
mass destruction (WMD). The potential for
the proliferation of these components or the
use of WMD dramatically increases the
threat to international security. Currently,
there are several countries, both within the
former Soviet Union (FSU) and beyond, that
could be encouraged to dismantle or elimi-
nate dangerous WMD arsenals if provided
with technical or financial assistance. The
Cooperative Threat Reduction (CTR) Pro-
gram is a novel U.S. initiative for cooperat-
ing with former enemies to decrease the
strategic threat against the United States. In
its own way, the CTR Program illustrates a
different sort of Revolution in Military Af-
fars (RMA) by relying on cooperation
rather than deterrence or confrontation with
potential adversaries to achieve similar re-
sults. In this sense, it truly exemplifies a
revolutionary concept of defense by other

Dr. Susan J. Koch
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for Threat Reduction

Brigadier General Thomas E. Kuenning,
USAF (Ret)
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means. Panel members explored the evolu-
tion and composition of the CTR Program
and possible ways to apply it to regions be-
yond the FSU to prevent, reduce, roll back,
or eliminate threats to regiona or global sta-
bility.

The Evolution of the CTR Program

The CTR Program emerged from
legidation initiated in 1991 by Senators Sam
Nunn and Richard Lugar in connection with
the collapse of the Soviet Union, and was
intended to enhance the safety and security
of nuclear warheads and materials during
thistransition. As described by one panelist,
this program established a model for pro-
viding material and technical assistance to
facilitate arms reductions and related arms
control measures in the FSU. The centra
mission of the CTR Program is to assist the
nuclear successor states of the FSU in dis-
mantling and securely transporting and
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storing their nuclear, chemical, and biologi-
cal weapons.

Since its inception, the CTR Program
has greatly expanded its mission, geography,
and expectations. The panelist described
how the program has evolved over time
from a Department of Defense (DaD) crisis
management program to become a key com-
ponent of U.S. national security, complete
with congressional support and implementa-
tion by various agencies of the U.S. Gov-
ernment. The CTR Program originally
sought to achieve a diverse range of objec-
tives. eiminate strategic offensive arms
previoudy identified for dismantlement;
strengthen the chain of custody of nuclear
materials; enhance the safety and security of
fissle material storage; facilitate the de-
militarization and conversion of defense fa-
cilities from military to civilian production;
assist in the destruction of chemical and
biological weapons facilities; and provide
for military-to-military contacts.

The program has since branched out
into new areas of cooperation including the
conversion of plutonium reactors from
military to civilian use and the destruction of
infrastructure related to WMD. CTR has
also moved into the area of preemptive ac-
quisition in which CTR funds are used to
purchase materials that have the potential to
threaten U.S. national security in the future.
The program has also extended its participa-
tion beyond the original states of Russia,
Ukraine, Belarus, and Kazakhstan to include
projects in Moldova, Georgia, and Uzbeki-
Stan.

U.S. Government personnel and their
counterparts in the FSU jointly set CTR
Program objectives. Following the estab-
lishment of these objectives, project re-
quirements are determined and U.S. and
FSU project implementers are contracted.

The initial period of the CTR Program was
characterized by a lack of trust, and little
direct contact between U.S. and FSU per-
sonnel. However, the evolution of the pro-
gram and the combination of U.S. and FSU
military and civilian contractor personnel
working together has greatly enabled the
United States and its partners to implement
the CTR Program in a more comprehensive
way than was possible in its early stages.
Within the next 5-7 years, the CTR will
continue to make important contributions to
national security by helping FSU countries
to meet their arms control obligations under
the Strategic Arms Reduction Treaty. Some
of these activities include projects to dis-
mantle and eliminate intercontinental ballis-
tic missiles and their associated land and
sea-based launchers, and construct a fissile
material storage facility and a facility to
dismantle solid rocket motors.

The Military-to-Military Contacts
Project is an illustration of the creative use
of CTR Program authority to engage a target
of opportunity. According to one panelist,
by sharing different points of view on a
number of topics and in a variety of venues,
U.S. military officials and their FSU coun-
terparts have greatly reduced the level of
Cold War mistrust and have built an on-
going dialogue on civil-military relations.
The success of these dialogues provides an
excellent example of how to reduce tensions
and enhance cooperative relationships be-
tween military officialsin other regions.

CTR has generated several spin-off
projects that are a testimony to the richness
and flexibility of the program. Major spin-
offs that were once integral to CTR include
the International Science & Technology
Center (ISTC), the Materials Protection,
Control, and Accounting Program; and the
Export Control Assistance Program, which
have been transitioned to the Departments of



State, Energy, and Commerce, respectively.
The transition of these projects from the
DoD ream exemplifies the notion of com-
parative advantage at work, and has led to
an impressive display of cooperation in-
volving several government agencies, both
in the United States and among the CTR re-
cipient states.

Preemptive Acquisition as an Instrument
of Threat Reduction

In addition to the projects listed
above, CTR has engaged in three preemp-
tive acquisition projects. These efforts rep-
resent a different type of spin-off project
that have added enormoudly to the policy
options regarding the continuing problem of
WMD proliferation and the challenge of
threat reduction, asserted one panelist. The
first of these projects, Project Sapphire, in-
volved the acquisition of 600 kilograms of
highly-enriched uranium from Kazakhstan
in November 1994. The second project in-
volved the purchase of 21 nuclear-capable
MiG-29 airplanes from Moldova in Novem-
ber 1997. The last project, Operation
Auburn Endeavor, resulted in the removal of
5 kilograms of highly-enriched uranium
from an unsecured former research nuclear
reactor in Georgia and the transport of that
material to secure storage in the United
Kingdom in April 1998.

These projects show both the
strengths and limitations of the CTR Pro-
gram, according to the panelist. Primarily,
these projects indicate the quality of the co-
operative relationship between the United
States and the recipient states that encour-
aged Kazakhstan, Moldova, and Georgia to
propose these opportunities to the United
States. They aso exhibit the ability of the
Program to react quickly to high-priority
projects. However, the projects also demon-
strate some ways in which CTR is currently

limited. For example, CTR legidation re-
quires that Congress be notified 15 days in
advance of obligation of funds. This re-
quirement could hold up preemptive acqui-
gtions in the future if a proactive quick-
response action is necessary. In addition,
the CTR Program only addresses issues
within the territory of the FSU. However,
the problem of supply-side proliferation
from the FSU continues to be a magjor con-
cern, and therefore should be a magjor focus
of CTR activity within the FSU as well as
elsewhere. Finally, as a matter of policy, the
CTR Program only focuses on WMD, deliv-
ery systems, nuclear materials, and technol-
ogy and infrastructure related to the devel-
opment of WMD. While advanced conven-
tional weapons systems may not be a sig-
nificant proliferation threat at the moment,
they may be an important emerging threat,
and, as such, need to be more closely ex-
amined to develop sufficient CTR-like re-
sponses. In these regards, it would be useful
to engage in aCTR policy review in order to
be able to react quickly in a case where pre-
emptive acquisition is both a necessary and
feasible cooperative nonproliferation or
counterproliferation activity.

New Channelsfor the CTR Program

Another panelist described how the
basic ideas and approaches of the CTR Pro-
gram described above are being extended
into a number of different issues, countries,
and channels. While the CTR Program ini-
tially focused on the secure transport, stor-
age, and dismantlement of nuclear weapons
and materials, it has since expanded to in-
clude biologica weapons (BW). Due to the
long history of disagreements between the
United States and Russia regarding Russia's
compliance with the Biological Weapons
Convention, it has been a slow and conten-
tious process to find the mechanisms by
which to engage the former Russan BW
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establishment in CTR-related discussions.
However, these types of engagements may
afford enormous benefits for both countries.

Cooperative research programs be-
tween Western and FSU BW scientists ini-
tially began as a limited grant by the CTR-
funded ISTC. In addition, the National
Academy of Sciences (NAS) was provided
with CTR funding to carry out planning ex-
ercises and pilot projects to test how coop-
erative research projects might be conducted
between U.S. and FSU ingtitutions. Since
that time, other government agencies such as
the Department of Energy (DOE) and the
Defense  Advanced Research Projects
Agency (DARPA) have become interested
in tapping into this science potential and
have begun to plan for cooperative research
programs with BW research institutes in
Russia The CTR Program is now beginning
discussions with some Russian scientific
institutes to look at providing security up-
grades at BW facilities. This engagement
constitutes a very new, small, and tentative
enterprise. Currently, none of the U.S. pro-
grams are formally engaged with institutes
associated with the Russian Ministry of De-
fense, since this agency has remained out-
side the cooperative efforts, and most of the
activities are being conducted within the
former civilian complex. However, the pan-
elist contended that efforts to engage the
military should be a mgor effort in the fu-
ture since it has significant potential to bene-
fit U.S. and global security.

There have been important lessons
learned as a result of the U.S.-Russian joint
research experience. Particularly, the pan-
elist noted, for trans-accountancy purposes,
it is extremely important that there be a
strong Western presence engaged in these
projects. Western collaborators must engage
in frequent visits to their counterpart facili-
ties to gain confidence that these programs
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are going to be successful, and that they are
being used as desired. Moreover, while the
tentative price tag to the CTR Program for
BW collaborative efforts is $2 million, the
scientific return on these efforts, combined
with the results of the other potentia proj-
ects sponsored by ISTC, DOE and DARPA,
promises afair level of engagement with the
Russian scientific establishment. These op-
portunities indicate that joint research is an
area with significant potential for U.S. secu-
rity and nonproliferation in general.

Alternative Applications of Cooper ative
Threat Reduction

In addition to the BW programs
listed above, several panelists described ad-
ditional efforts beyond CTR to reduce the
level of threat posed by WMD. DOE has
instituted a Lab-to-Lab Program in which
scientists from Sandia, Lawrence Livermore,
and Los Alamos national laboratories en-
gage in discussions on a diverse array of
topics with their Russian counterparts. The
access and the relationships that have been
developed between scientists through the
CTR Program and the Lab-to-Lab Program
provide a strong incentive to apply these
models to other countries. In fact, these
programs have formed the basis of a similar
effort currently being instituted by DOE in
China. Thisis amuch smaller program than
the one with Russia because it is not being
driven by major treaty commitments, nor is
it driven by a sense of risk that motivated
the CTR Program and the Lab-to-Lab Pro-
gram.

Along with formal government-to-
government channels, CTR goals and pro-
grams can be wel-served by non-
governmental organizations (NGOs). There
is a long tradition of contacts between sci-
entists of adversarial nations in pursuit of
technical understanding, confidence and se-



curity-building measures, and threat reduc-
tion for nuclear arms control issues. For ex-
ample, the NAS has been meeting regularly
with its Russian and Chinese counterparts
since 1981 and 1988, respectively. Moreo-
ver, such ingtitutions provide excellent op-
portunities for facilitating military-to-
military contacts. These types of relation-
ships that come naturaly through non-
government channels may be better able to
survive the stresses and strains of political
developments than formal bilateral relation-
ships. In addition, NGOs have been used as
sources of advice, and are often called upon
to provide independent assessments of pro-
grams and projects. Finally, NGOs have
been strong and constant supporters of the
CTR Program and have been useful in
countering some of the congressiona criti-
cism of the Program over the years by ad-
vancing its strength and virtues.

Similar to CTR, the Marshall Center
also incorporates a revolutionary concept of
defense by other means. Through the Mar-
shall Center the United States is working to
create a more stable security environment
and peaceful engagement by enhancing en-
during partnerships in North America,
Europe, and Eurasia. The Marshall Center
was originaly established in 1991, with a
mission to create a more stable security en-
vironment by advancing democratic defense
ingtitutions and relationships; promoting ac-
tive, peaceful engagement; and enhancing
enduring partnerships. The Marshall Center
has educated over 700 participants from 34
countries on a variety of subjects, including
a course on how national security strategy is
formulated and maintained in democratic
societies. These types of courses are at the
heart of the Marshall Center’s effort to build
a network of national security officials from
East and West, and most importantly, to
support the future of democratic reform in
each country. Language training, seminars,

and executive courses relating to defense
and security studies are offered throughout
the year to civilian and military personnel.
The entire range of activities emphasizes the
Marshall Center’s commitment to a future of
peace and security based on dialogue, com-
mon understanding, mutual respect, and
broad-range cooperation.

Summary

The existence of WMD arsends
within the FSU and in other countries con-
stitutes a significant security threat to the
United States and the international commu-
nity. The use of U.S. technical or financial
assistance to dismantle, destroy, or convert
portions of these arsenals and their infra-
structure is amgjor component of the overall
effort to reduce the threat from WMD. Built
upon extensive coordination with recipient
nations, both in the formulation of priorities
and the implementation of projects, the CTR
Program has achieved solid results and pro-
vides an important model that can be
adapted and applied to other regions.

Whether projects focus on the dis-
mantlement of offensive weaponry or the
joint conduct of non-military scientific re-
search, cooperative threat reduction is a new
method of operation symbolizing a regime
that uses cooperative techniques rather than
deterrence or confrontation to achieve simi-
lar results. As such, it represents a new ap-
proach to defense and security enhancement
in both a theoretical and tangible sense. Be-
yond DoD, other governmental agencies and
NGOs have adopted and adapted this model
to decrease tensions with former adversaries,
enhance cooperative relationships, and re-
duce the security threat.

The continued expansion and appli-

cation of CTR methods to include a broader
range of activities within a wider geographi-
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cal scope indicates that security threats stem
from several different directions. While the
CTR Program has shown itself to be adapt-
able by converting preemptive acquisition
opportunities into tangible enhancements to
national security, new vehicles are needed to
address the security concerns of the post-
Cold War era.  The expansion of the idea
behind the CTR Program must be applied to
a wider range of activities in additional re-
gions, in both a bilateral and a multilateral
context.
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I ntroduction

At the end of the twentieth century,
the rapid pace of political, economic, and
technological developments has shattered
the certainties of the Cold War security en-
vironment. In the past decade, beyond the
collapse of the Soviet Union, a number of
events have incrementally eroded the Cold
War security environment: North Korea and
Iraq were discovered to be covertly devel-
oping nuclear weapons capabilities; allega-
tions that substances used in the production
of weapons of mass destruction (WMD)
were being smuggled out of the former So-
viet Union (FSU) were uncomfortably fre-
guent; India and Pakistan blasted themselves
into the nuclear club; computer hackers
penetrated vital defense and commercial
computer systems; and ethnic cleansing, in-
tra-state wars, and terrorism have become
commonplace.

Faced with these developments, na-
tions have scrambled to develop fresh ap-
proaches to effectively address post-Cold
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War security chalenges. New arms control
treaties have been drafted, signed, and en-
tered into force while others are awaiting
ratification.  New security organizations
have come into being, and old ones are un-
dergoing major transformation. Novel ap-
proaches to national defense, particularly
those which incorporate elements of the
Revolution in Military Affairs (RMA), are
being elaborated upon and updated to meet
these new challenges. In this session, pan-
elists looked beyond the striking develop-
ments of the past decade to consider the im-
pact in the 21% century of additional factors,
including new defense requirements, global
technological diffusion, and advancements
in technology. Panelists paid specific atten-
tion to the implications of these factors for
international agreements guiding nonprolif-
eration and other arms control measures.

The Limits of Multilateral Arms Control
According to the panelist from Isradl,

the realities of multilateral arms control are
rather somber. Multilateral arms control has
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largely been unsuccessful in stemming pro-
liferation activity by determined recipients,
indigenous developers, and suppliers.
Moreover, the norms generated by multilat-
eral arms control are incapable of dissuading
the crossing of certain thresholds or of cur-
tailing arms races in the third world. Con-
sequently, multilateral arms control has been
unable to quench the thirst for proliferation
or curb the appetite for WMD.

In the panelist's view, multilateral
arms control appears to be largely irrelevant
for a growing readm of defense concerns,
including low-intensity conflicts and terror-
ism, civil wars and intra-state conflicts, and
information warfare, all of which are associ-
ated with both state and non-state actors.
Moreover, multilateral arms control nego-
tiations are difficult to launch, time/resource
consuming to conduct, and painful to con-
clude. The results of such negotiations are
expensive and cumbersome to implement,
challenging to verify, costly to market, diffi-
cult to enforce, and practically impossible to
universalize. It is not uncommon for nations
to choose not to accede to multilateral
agreements or even to go in directions oppo-
site to the norms created by the agreements.
In addition, some nations may choose to opt
out after acceding to a treaty, while others
simply abuse their treaty commitments.

The panelist acknowledged that
multilateral arms control, despite its short-
comings, does have aroleto play. It assists
in establishing a codlition of the willing,
helps to set norms and benchmarks, legiti-
mizes export controls and supplier regimes,
and provides a basis from which national
nonproliferation policies can be pursued.
However, multilateral arms control can have
two adverse side effects. inducing compla-
cency, and, in some cases, providing cover
for illegal transfers of arms or technology.
Arms control arrangements can aso be
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abused to gain technology and techniques to
develop and sustain infrastructure. Further-
more, much of the success of multilateral
arms control depends on the willingness of
the United States — and to a lesser extent the
other nuclear powers — to maintain order in
the system and influence the incentives for
acquiring WMD and ballistic missiles. The
panelist remarked that it is difficult to envis-
age the enterprise of nonproliferation with-
out efforts by the United States to sway or
buy off countriesinterested in proliferation.

Defense Planning Priorities

Defense planning priorities, in the
view of one panelist, should include a num-
ber of issues, starting with enhanced non-
proliferation and counterproliferation ef-
forts. The panelist argued that nonprolifera-
tion and counterproliferation are comple-
mentary and reinforcing because both play a
role in affecting the incentives and the capa-
bilities to proliferate and the ability to gen-
erate any benefits from actually possessing
the weapons. Second, intelligence activity
for monitoring and verification should be
focused on threats posed by third world
countries as they relate to the discovery of
proliferation activities. Third, theater mis-
sile defense represents an important area for
development because intermediate-range
and intercontinental  ballistic missiles
(ICBM) are a significant concern for the
future. Finaly, outer space and information
activities are additional priority areas to be
pursued by defense planners. In al of these
areas, the RMA should be encouraged and
employed to the greatest extent possible to
meet the challenge of current arms control
and proliferation trends.

Severa implications for the future of
arms control flow from the current somber
realities, according to the panelist. First,
more attention must be devoted to regional



arms control. He contended that, while there
has been a natural tendency to focus on
multilateral global treaties, regiona proc-
esses and treaties have the greatest hope of
addressing proliferation challenges in terms
of both scope and viability. Second, confi-
dence and security building measures
(CSBMs) which provide a very effective
tool for affecting the overal climate for
arms control and cooperative security must
be given increased priority because they can
also act as a safety net during times of crisis.
Finaly, the development of more discrimi-
nating verification technologies that strike a
better balance between intrusiveness, reli-
ability, and tighter enforcement must be
built into the arms control agenda.

Arms Control and The Revolution in
Military Affairs: The French Perspective

The panelist from France asserted
that the French defense posture is based
upon threat analysis, rather than the exis-
tence of new or evolving weapons technolo-
gies. Specificaly, France acquires weapon
systems for defense purposes that corre-
spond to areadlistic appreciation and prioriti-
zation of threats to French national interests.
Although France takes into account the
technological sophistication of weapons
possessed by potential adversaries, it does so
only to assess whether or not these weapons
call into question the credibility of the
French deterrent. Even if technologically
sophisticated weapons have influences at
technical and operational levels, their impact
at the strategic level is more important. Ac-
cording to the panelist, France is not preoc-
cupied with sophisticated weapons because
the post-Cold War era is characterized by
internal national conflicts, for which the
demand for sophisticated weapons is low.
Moreover, France believes that the generd
security between nations is less reliant on a
balance of current forces and armaments

than the recognition of common values, in-
terests, and risks. The French view is that
levels of force capacity should be sufficient
rather than superabundant.

Contrary to the preceding panelist’s
criticism of multilateral arms control, the
French panelist postulated that arms control
has evolved to the point where ultimate suc-
cess will require a multilateral effort. Al-
though regional approaches are important,
multilateral arms control plays a crucia role
in the containment of weapons proliferation,
notably WMD, their delivery vehicles, and
high-technology weapons. As a result,
France has acceded to a number of impor-
tant multilateral arms control treaties.
Moreover, in order to control weapons pro-
liferation, France supports the universality
of all existing nuclear, chemical, and bio-
logical treaties. Through its participation in
a variety of arms control and nonprolifera-
tion regimes, France fights against the dis-
semination of uncontrolled technologies,
materials or goods that can contribute to
proliferation throughout the world. Finally,
for the purpose of more effective export
control, France supports the adoption of
common criteria and definitions applicable
to the exporters of the Organization for Se-
curity and Cooperation in Europe or the
European Union.

The panelist acknowledged that the
multilateral arms control process has prob-
lems that must be addressed but contended
that this is because the multilateral approach
isin its early stages of implementation. The
international community must tackle these
problems quickly, and take certain steps to
improve multilateral arms control. These
include limiting the availability of sensitive
information on the internet; basing export
control decisions on the nature of the ex-
ported goods rather than the country of des-
tination; improving the balance between de-
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fense and commercial strategies concerning
exports; and better management of dual-use
technology exports. Furthermore, multilat-
eral arms control must address the new
problems associated with the post-Cold War
period, such as multiple loca conflicts;
spillover from a world arms market suffer-
ing from reduced transactions within visible
and officia channels, accomplished by
greatly increased transactions in less con-
trolled markets;, increased availability of
second-hand equipment; the globalization
and greater accessibility of information; and
the emergence of non-lethal weapons.

The Russian Attitude toward START |1
and Arms Control

The panelist from the Russian Fed-
eration opined that the ratification of the
Strategic  Arms Reduction (START) I
Treaty by the Russan Duma is inevitable.
However, the political wrangling between
the executive and legidative branches of the
government, as well as financia difficulties
in the Russian Federation and the potential
cost of START Il implementation have
proven to be substantial barriers to ratifica-
tion. In general, the panelist was optimistic
about the treaty’s future. He noted that the
dow ratification process reflected the fact
that arms control is not the highest priority
on the agenda of Russian legislators. How-
ever, he stated that most Russians under-
stand the significance of ratifying the
agreement and do not consider further re-
ductions to be dangerous to their national
security.

The panelist aso pointed out that fi-
nancial issues have had and will continue to
have an important influence on some of
Russia's security policies. Inthe future, it is
expected that Russia will maintain its nu-
clear capability, but nuclear plans and force
structure will be formulated on the basis of
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budgetary restrictions and arms control trea-
ties, rather than threat analysis. In addition,
while the Duma has expressed concern
about the safety of Russia's nuclear stock-
pile, it has not been able to appropriate the
funds to handle the problem sufficiently.
Finally, although Russia’'s support for the
Comprehensive Test Ban Treaty may in part
be based on principle, it aso cannot afford
to conduct more tests, particularly since the
primary test site it had used in the past is
located in Kazakhstan and is no longer
available.

Despite the likely success of the
START Il Treaty, the traditional bilateral
arms control approach between the United
States and Russia cannot be sustained in-
definitely. The reduction of nuclear weap-
ons from Cold War levels will eventualy
reach a limit beyond which no further re-
ductions will be possible, since neither
country intends to give up its nuclear arse-
na. The United States and Russia must
work together to incorporate new ways of
thinking about arms control across all levels
to address the dangerous challenges of the
next century.

The purpose of arms control, in the
panelist's view, is to prevent dangerous
groups from acquiring weapons. With this
objective, a new “world order” of arms con-
trol should involve a range of cooperative
arms control measures. One such opportu-
nity to explore is the development of a joint
U.S.-Russian global monitoring system with
the potential to extend participation to other
countries in the future. Overall, participants
in global arms control should not expect an
immediate payback but should consider the
money they invest in today’s arms control
regimes to be an investment in their future
Security.



The Role of Nuclear Weaponsin U.S.
National Security Policy

Despite many positive changes on
the globa security scene, nuclear weapons
will remain a part of the international scene
for many years to come. The motives for
nations to acquire nuclear weapons, such as
international status and regime survival, are
numerous and persevering. Moreover, nu-
clear weapons remain highly relevant to
Russia, especidly as the quality of Russian
conventional forces continues to deteriorate.
The development of the SS-X-27 ICBM,
continuing investment in the overall nuclear
infrastructure, and the retention of 10,000 to
15,000 tactical nuclear weapons all reflect
Russias ongoing emphasis on nuclear
forces within its security strategy.

Accordingly, as one panelist con-
tended, nuclear weapons will remain indis-
pensable to U.S. security needs. In addition
to providing for the security of the United
States and its allies, the possession of a nu-
clear arsenal deters nuclear, chemical, and
biological attacks on U.S. targets. The U.S.
nuclear posture must be structured to coun-
ter not only existing threats but also emerg-
ing ones. Consequently, all three legs of the
nuclear triad must be sustained to provide
for the flexibility, effectiveness, and surviv-
ability of U.S. nuclear forces. Maintaining
the nuclear stockpile, the nuclear infra-
structure, and a cadre of professionals with
the knowledge to support it should also be a
major priority of U.S. national security pol-
icy. The stockpile stewardship program will
play a key role in maintaining the U.S. nu-
clear arsenal, especidly in the post-nuclear
testing era. In addition, the panelist posited
that theater nuclear forces that couple U.S.
capabilities closely and visibly to the secu-
rity of friends and allies are very important.
At lower levels of strategic forces, theater
missile defense and the status of tactical nu-

clear weapons take on added importance.
Finally, within the current deterrence para-
digm, there is a need for a more balanced
relationship among the three elements of
deterrence: retaliation, denial, and dissua-
sion. Current trends and requirements dic-
tate that the importance of denia and dis-
suasion will increase relative to retaliation
over time.

In the interests of U.S. national secu-
rity and overall international security, the
panelist asserted that nuclear arms control
must move beyond a mechanical approach
and adopt a comprehensive one that ac-
counts for total nuclear capabilities, includ-
ing forces-in-being, infrastructure, and re-
congtitution capabilities. Russia and the
United States share many objectives, but
have some different security concerns, re-
guirements, capabilities, and vulnerabilities.
Bilatera arms control efforts should ap-
proach security concerns more directly to
the benefit of both nations. Moreover, in-
creased engagement with other nuclear
weapons states is required to foster relation-
ships and strengthen the stability of nuclear
postures.

The U.S. Government can take steps
to promote a new approach to nuclear arms
control, according to this panelist. Building
on favorable trends, the United States should
move away from the corrosive policy of
mutual vulnerability, which will continue to
inhibit the long-term positive evolution of
the U.S.-Russian relationship. Moreover,
the United States should not allow a mutual
vulnerability relationship to emerge with
other states, either intentionaly or by ne-
glect. The U.S. and Russian governments
should aso hold discussions about the po-
tential for sharing early warning data and
offering assistance to help rebuild Russia's
early warning capability. Finaly, the verifi-
cation and monitoring challenges associated
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with future agreements governing nuclear
weapons will not be trivial, and it is impor-
tant to move forward on this front.

Summary

The political, economic, and tech-
nological changes that have occurred since
the end of the Cold War have greatly altered
the international security and arms control
environment. To address the security di-
mensions of this new environment, nations
individually and as a group have sought to
identify and assess security threats and de-
velop the requisite approaches to manage
them. Some of these approaches include an
increased emphasis on regiona arms con-
trol, more creative methods of handling
technology exports, and a comprehensive
attitude toward nuclear arms control. In
addition, enhanced monitoring and verifica-
tion regimes that incorporate RMA concepts
should be given a high priority to reduce
WMD and other security threats.

These approaches should, whenever
possible, respond to emerging security
threats through the implementation of mul-
tilateral arms control measures. Multilateral
arms control bolsters international security
by establishing a coalition of responsive
states, sets international norms and bench-
marks, legitimizes export controls and sup-
plier regimes, and provides a basis from
which national nonproliferation policies can
be pursued. As a counter to these positive
attributes, however, multilateral arms con-
trol also has some drawbacks, including sig-
nificant costs, constraints, and implementa-
tion challenges. In addition, it has been only
marginally successful in stemming prolif-
eration, and appears to be of questionable
relevance for certain defense concerns, in-
cluding low-intensity and intra-state con-
flicts, terrorism, civil wars, and information
warfare. Some of these limitations can be

overcome through the implementation of
other threat reduction approaches, such as
CSBMs and regiona arms control measures.
Whether the vehicle chosen to bolster secu-
rity and confidence in the international
community is bilateral, regional, or multina-
tional, it is clear that the RMA will play an
important role in providing the technol ogical
capabilities to meet both present and future
proliferation and arms control requirements.

Although numerous elements com-
posing the current security environment are
shifting, nuclear weapons will remain a part
of the international scene for many years to
come. As a result, a broader definition of
strategic arms control security interests is
needed. Within this construct, the United
States and Russia must expand the range of
topics currently under discussion. For ex-
ample, it would be worthwhile to explore
possibilities such as the development of a
joint U.S.-Russian global monitoring system
with the potential to extend participation to
other countries in the future. Another ap-
proach would be to transfer some U.S.
equipment to Russia to bolster its early
warning capability. Such measures, coupled
with maintenance of the supporting infra-
structure and personnel, offer important con-
fidence building benefits that address the
realities of mutual cooperation to reinforce
nuclear deterrence.



PANEL 3
NUCLEAR FORCE REDUCTIONS:
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I ntroduction

Recent trends in nuclear force re-
ductions have contributed significantly to
lowering the level of strategic security
threats. These reductions reflect improve-
ments in U.S.-Russian relations since the
end of the Cold War and, in turn, help to
improve the overall relationship. Despite
this progress, however, it is necessary to
identify potential “knees in the curve’ that
may act as barriers to further nuclear arms
reductions in order to move beyond the pro-
gress achieved thusfar. Itisalso essential to
increase understanding of how technologies
being pursued as part of the ongoing Revo-
lution in Military Affairs (RMA) might be
used to help to achieve the desired reduc-
tions. The concept of knees in the curve re-
fers to sharp changes or breakthroughs that
cal for new thinking or responses to
emerging issues. Several potential knees in
the curve were proposed for consideration:

Mr. Jack M endelsohn
Deputy Director,
Arms Control Association

Ambassador David J. Smith
President, Globa Horizons

the world returns to the Cold War; Russian
and U.S. nuclear weapons are reduced to the
same level as the United Kingdom, France,
China; defense technology improvements
are made such that defense plays in the
strategic equation; Russian “tactical” weap-
ons are reduced to balance the United States;
a class of weapons of mass destruction
(WMD), either chemical or biological, is
eliminated worldwide; action is initiated to
reduce conventional armaments worldwide;
an undeclared nuclear state (India or Paki-
stan) acquires nuclear weapons; and the ac-
tual use of nuclear weapons, either by a state
or aterrorist.

Europe’ s Contribution to the Arms
Control Debate

The panelist from France indicated
that the European historical experience and
sense of vulnerability must be taken into
consideration when evaluating the atmos-
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phere for arms control discussions. In par-
ticular, the European perspective of the
complementary relationship between arms
control and security has the potential to in-
fluence future arms control efforts. Moreo-
ver, there is atendency in Europe to empha-
size the political dimensions of arms control
over the technical dimension, a fact that is
essentia for fully understanding the current
situation. According to the panelist, the cur-
rent arms control environment is dominated
by the changing relationship between the
capabilities of nuclear and conventional
weapons, and the development of advanced
offense/defense capabilities. Because of
these factors, there are questions being
raised about the effectiveness of Russia's
early warning system. As a result, the role
of nuclear weapons as a defining aspect and
instrument of international power is being
reexamined.

The Future of the Strategic Arms Control
Paradigm and the ABM Treaty

From the perspective of another pan-
eigt, there currently exists a strategic arms
control paradigm, within which nuclear
force reductions are taking place. However,
the durability of this paradigm is eroding
due to severa factors. First, the paradigm
does not account for reductions in the nu-
clear arsenals of countries other than the
United States and Russia. Second, the para-
digm is inappropriate for the new U.S.-
Russian relationship. Third, the develop-
ment of missile defense capabilities and the
future of the Anti-Ballistic Missile (ABM)
Treaty cal into question the appropriateness
of the paradigm. Finadly, the paradigm is
inconsistent with further reductions in the
United States and Russian nuclear arsenals.
In order to keep this paradigm intact, first
strike instability must not be risked, and
maintenance of a secure second-strike capa-
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bility while deploying defenses must be ac-
commodated.

On the issue of deploying a missile
defense capability and its impact on the
ABM Treaty, the panelist pointed out that
the United States has not hidden its interest
in developing a missile defense system and
planning for the deployment of that system.
In fact, the U.S. Government has adopted
the "3+3 Plan” which allows for three years
to detect a potential missile threat and three
years to deploy a missile defense system to
counter that threat. The panelist noted that
strong U.S. interest in a missile defense ca-
pability has led to serious debate in Russia
about strategic and tactical missile defense
capabilities, including the use of space-
based sensors for guiding defense systems.
In addition, the panelist from the Russian
Federation stated that the potential deploy-
ment of aregional anti-missile system by the
United States would endanger the ABM
Treaty and compromise the locations of
Russian weapons. He stated that because of
these factors, the ABM Treaty should re-
main the cornerstone of U.S.-Russian strate-
gic stability and should be used as a base
from which the United States and Russia
should conduct negotiations to further
strengthen their strategic relationship.

Future Goals for US/Russian Strategic
Arms Control

The panelist from Russia also stated
that Russian public opinion is overwhelm-
ingly supportive of further reductions in the
U.S. and Russian nuclear arsenals. How-
ever, this process is currently stalled due to
the Russian Duma's delay in ratifying the
Strategic Arms Reduction Treaty (START)
Il agreement. One reason for this delay is
the belief by many Russians that the agree-
ment will give the United States unilateral
advantages that will harm Russian deter-



rence. The time extension for START II
implementation from 2003 to 2007, as
agreed to in the March 1997 Helsinki
Agreement, will alow Russia more time to
complete its commitments and may remove
apotentia barrier to ratification.

The panelist asserted that the level of
interaction between President Yeltsin and
the Duma would determine the future of the
ratification process. He further predicted
that, if this interaction remains confronta-
tional, START Il would not be ratified in the
near future. As a result, some Russian ex-
perts are suggesting that Russia and the
United States begin negotiations on START
[l prior to START Il ratification. Once a
START Il agreement is reached, START II
and 11l could be combined and presented to
the Duma together for ratification. The pan-
elist stated that a START Il agreement
could call for reductions down to a level of
approximately 1,000 deployed weapons.
However, negotiations below that level will
be limited by the size of the arsenals of the
other nuclear powers, and should include the
participation of the United Kingdom,
France, and China. In order to involve those
countries in the reduction process, he sug-
gested that they invited as observers to the
START Il discussions.

In addition to further reductions in
the nuclear arsenals, there are a number of
other areas upon which to focus arms con-
trol efforts. The panelist asserted that a dis-
advantage of previous arms control agree-
ments is the absence of any arrangements
regarding the destruction of nuclear war-
heads, since existing agreements lack spe-
cific requirements for or details on the proc-
ess for destroying warheads. This area and
the long-term monitoring of the life cycle of
nuclear devices — including the processing,
storage, and control of fissile materials — are

important to explore in future arms control
discussions.

I mplementation of a Nuclear
Disarmament Plan

From the perspective of the panelist
from China, nuclear disarmament should be
the ultimate goa of arms control and should
be conducted through a series of steps
building on the START process. He noted
that several conditions are required to lay
the groundwork for a successful disarma-
ment regime. First, the main goals of nu-
clear disarmament must be clearly defined.
Second, negotiations that address levels
around 500 weapons will necessitate the
participation of all countries possessing nu-
clear arsenads. Third, unlike the current
START structure, negotiations must be ex-
panded to address the issues of non-strategic
nuclear warheads and the destruction of
warheads removed from the active stockpile.
Fourth, the successful implementation of a
nuclear disarmament regime will require
more effective verification measures. While
some technical problems have been solved,
other challenges will demand that countries
work together and share the results of their
research to propel the progress of verifica-
tion technologies. Fifth, the establishment
of an effective, accurate, international ac-
counting technology regime, primarily re-
sponsible for counting plutonium pits, is es-
sential. The counting rules must also be
changed to account for all existing nuclear
warheads, thus reducing the risk that dis-
mantled warheads could be diverted for the
production of new weapons. Sixth, partici-
pating countries must adopt a “No First
Use” policy and reduce their dependence on
nuclear weapons in order to establish the
environment necessary for conducting ex-
tensive nuclear reductions. Finally, in order
for a nuclear disarmament plan to succeed, a
new nuclear arms race must be prevented
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through strict adherence to the ABM, the
nuclear Nonproliferation, and the Compre-
hensive Test Ban treaties and the pursuit of
stabilizing activities such as de-aerting
measures.

Keysto Serious Reductionsin the U.S.
Nuclear Arsenal

The final speaker stated that there are
numerous factors that will influence any
U.S. decision to reduce its nuclear stockpile
further. First and foremost is the political
dimension. The U.S.-Russian political rela-
tionship is in the process of transforming
from active confrontation to active coopera
tion, a situation that has allowed the United
States to consider significant additiona re-
ductions in its nuclear stockpile. The pan-
elist asserted that, despite this progress in
relations, the current environment would not
sustain moving below approximately 1,200
weapons, since a deterrence relationship still
exists. However, if a completely coopera
tive, nonconfrontational relationship were to
be achieved, reductions to a very low num-
ber of weapons could occur. Second, the
levels of nuclear weapons maintained by
other countries will also influence the possi-
bility for further reductions. It is unlikely
that either the United States or Russia would
accept an arsenal smaller than that possessed
by the United Kingdom, France, or China,
primarily for prestige reasons. Third, since
the United States and Russia ill have a
fundamenta deterrence relationship, missile
defenses have no clear role to play because
of the need to maintain confidence in the
ability to deter any attack. Fourth, in the
current deterrence environment, chemical
and biological weapons present a potential
“knee in the curve’ because of the difficulty
in imagining a scenario where nuclear
weapons would be used to respond to
something other than a nuclear threat. Fi-
nally, non-strategic nuclear weapons will
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gain in importance as the number of strate-
gic nuclear weapons decreases.

Summary

The negotiated reduction of nuclear
weapons has occurred within the context of
bilateral arms control agreements between
the United States and the FSU. However,
this model is inadequate for future nuclear
arms reductions.  The precedent of the
START Treaty provides a limited venue for
continued reductions of nuclear weapons,
and the continuing stagnation surrounding
ratification of START 11 is problematic for
continuing the trend. As a result, the time-
table for START Il implementation has
been postponed.  Furthermore, future nu-
clear treaties must move beyond the bilateral
character of START to encompass other nu-
clear powers. Finaly, future agreements
must address topics beyond dismantlement
of launchers and delivery vehicles. They
must also address limits on the production
and storage of fissile materials, nuclear war-
head elimination, and possibly nuclear dis-
armament.

While the RMA can contribute to
additional reductions in nuclear forces by
supplying new inspection and monitoring
technologies and enhancing confidence re-
lating to arms control compliance, it can aso
present some obstacles toward reaching the
stated goals. For example, the issue of de-
ploying a nationa missile defense system
and its implications for the future of the
ABM Treaty pose a potential impediment to
further nuclear force reductions. In addition,
the operational status of Russia's early
warning system has been caled into ques
tion, leaving some doubt as to the credibility
of a deterrent relationship based on a secure
second-strike principle. Further complica-
tions for adopting additional nuclear force
reductions are presented by uncertainty sur-



rounding the status of non-strategic nuclear
forces and the need to defend against poten-
tial chemical and biologica weapons at-
tacks, the latter of which has been partly en-
abled by RMA-related devel opments.

The United States and Russia, along
with the other nuclear powers, must work to
overcome such barriers to ensure that the
positive trend of nuclear force reductions
continues into the future. While the START
Treaty is no panacea, the reductions taking
place under the START framework present a
comprehensive model that can be replicated,
complete with monitoring, inspection, and
verification procedures. These reductions
also set a precedent for reducing other forms
of WMD, and play a significant role in lim-
iting and countering the threat presented by
WMD in generdl.
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I ntroduction

In recent years, the dangers of
chemical and biological weapons have pro-
vided fertile ground for journalists, fiction
writers, defense planners, policy makers,
and, in a few unfortunate cases, terrorists
and rogue states. The nature of the chemical
and biological weapons (CBW) threat is
changing, and international arms control re-
gimes are having a difficult time in their at-
tempt to stem proliferation and prevent
CBW employment. The actors in this arena
have expanded beyond traditional nation-
states to include subnational and transna-
tional terrorist groups. In addition, current
developments in the civilian biotechnology
and chemical industries demonstrate the
ability of its practitioners to harness tech-
nology and reap the benefits of, as well as
contribute significantly to, the Revolution in

General Jean-Louis Rolland
Director for Verification, Organization for
the Prohibition of Chemical Weapons

Mr. Paul Schulte
Director, Arms Control & Proliferation,
Ministry of Defense, United Kingdom

Military Affairs (RMA). Unlike previous
military technological advances, the RMA
finds its primary origins and sustenance in
the commercial sector, a fact that decreases
the ability of governments to control its rate
or its diffusion. Therefore, from the prolif-
eration perspective, the union between tech-
nology and science simultaneously contrib-
utes to and counteracts the ability of arms
control regimes to deal pragmaticaly with
the CBW threat. In this session, panelists
discussed the value of some of these regimes
and the implementation and verification
problems that are inherent to them.

Controlling the CBW Threat
According to one panelist, the role of
multilateral arms control relative to the

CBW threat posed by rogue states and sub-
national organizations differs greatly from
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the traditional role that bilateral arms control
played in the strategic nuclear dialogue be-
tween the United States and the Soviet Un-
ion. While there are inherent difficulties in
controlling the spread of CBW, the adoption
of a passive public policy approach to the
issue is not a feasible option, according to
one panelist. The overwhelming public
support in the West for a CBW ban and the
awareness of the need for viable CBW de-
fense programs demand that states move
forward on CBW arms control efforts. The
ability of states to contribute to the creation
of an international ethical norm against the
use and proliferation of CBW may be the
most effective tool in preventing the spread
of chemical and biological weapons and
technology. In this spirit, there are a num-
ber of ideas worthy of consideration to limit
the potential for a CBW attack. Oneideais
the creation of an internationa whistle-
blower program which would extend asylum
and protection to individuals offering infor-
mation on CBW activities. Another sugges-
tion recommends the codification of CBW
use within international law as a crime
against humanity, to be dealt with accord-
ingly in the International Court of Justice.

As concerns the CBW threat in gen-
era, the panelist suggested that the motiva
tion for CBW use by terrorists, subnational
groups, and rogue states may, in fact, be re-
inforced by the RMA rather than deterred by
it. To date, many rogue states have resisted
a CBW ban, regarding it as a tool of the
West to maintain the existing power dy-
namic. However, it is likely that rather than
using CBW attacks as an attempt to alter the
international system, such events may be
equally motivated by a desire to express to-
tal rage against Western domination. The
more effective the Western states are in
capitalizing on the RMA, the more embed-
ded the feelings of rage may become. Tech-
nological advances by the West reinforce the
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notion among subnational groups and rogue
states that to engage in conventional opera
tions against Western nations is futile, as
demonstrated during the Gulf War. Such
groups and states may seek to use asymmet-
rica threats like CBW as a force equalizer
against superior conventional forces.

The proliferation of CBW to poten-
tial terrorist groups and rogue states repre-
sents a qualitatively different type of threat
and one that demands novel solutions. Tra-
ditional deterrence concepts are predicated
on the assumption that players operate under
the same rationality framework. However,
the strategic calculations of rogue states and
terrorist groups do not necessarily conform
to conventional theories of warfare. A ter-
rorist organization's world-view and strate-
gic objectives may be founded on the impo-
sition of psychological terror rather than the
traditional framework. To that end, when
addressing this new threat, one panelist sug-
gested that the traditional concept of deter-
rence must be expanded to include policy
options such as counterproliferation and
counterterrorism.  These programs, which
supplement nonproliferation initiatives, are
capable of engaging the rogue and terrorist
threat and protecting civilian populations
against the psychological terror they seek to
impose. A recent initiative by President
Clinton has increased funding to counter-
proliferation programs by $1 billion. These
programs include early detection and warn-
ing, identification and neutralization of
threats, military countermeasures such as
vaccines, and personnel protective equip-
ment for troops to allow them to conduct
operations in an environment laden with
chemical or biological agents.



I mplementation of the Chemical Weapons
Convention

Within the CBW context, the
Chemica Weapons Convention (CWC)
forms part of the front line in the interna-
tiona effort to stem the development and
proliferation of chemica weapons (CW).
One speaker provided a detailed review of
the first year of implementation of the CWC
and listed several accomplishments. The
CWC entered-into-force (EIF) on 29 April
1997 with 87 origina States Parties. Since
EIF, membership in the Convention has in-
creased by 24%, with current membership
standing at 110. An additional 58 nations
have signed the Convention, but have yet to
ratify the treaty and assume their treaty obli-
gations.

The basic tenets of the Convention
prohibit the use, development, acquisition,
transfer or retention of chemical weapons.
One success brought about by the CWC thus
far has been the acquisition of data declara-
tions from previously undeclared CW pos-
sessors. The CWC has imposed limitations
on the transfer of chemical precursors to
non-members of the Convention, a measure
that serves as an economic incentive for rati-
fication and an additional supply-side con-
trol, further reducing rogue or subnational
access to CW precursors. It also increases
national enforcement against CW use, man-
dating that the ratifying states adopt imple-
menting legislation to incriminate those who
engage in or support prohibited activities.
While there has been an inherent difficulty
in balancing the need for an intrusive in-
spection regime against State Party demands
for the protection of confidential informa-
tion, the first year of implementation of the
Convention has been quite successful in its
effort to preserve that balance.

The Biological Weapons Convention
Protocol: Prospectsfor Verification

Another panelist provided a thorough
critique of the efficacy of the Biologica
Weapons Convention (BWC) and its pros-
pects for controlling the proliferation of
biological weapons (BW) and toxins. In ad-
dition, the panelist cautioned that the techni-
cal challenges associated with negotiation
and verification of the BWC Protocol are
significant and daunting.  Currently, the
BWC prohibits the development, produc-
tion, and stockpiling of BW agents. The
United States has been actively engaged
with the international community, at an ad
hoc group level, to strengthen the verifica-
tion regime. The objective of the BWC
Protocol is to identify cheating, promote
transparency and confidence building meas-
ures, and increase the difficulties associated
with BW acquisition. The proposed BWC
Protocol calls for data declarations from
State Parties regarding biological defense
programs, national legislation or regulations
criminalizing development or assistance to
others; all facilities and sites with BW po-
tential; vaccine production facilities; sites
containing maximum containment |laborato-
ries (BL-4); and facilities that work with
listed agents. Negotiations are still ongoing
to develop a comprehensive list of biological
agents to be covered under the BWC.

At a more basic level, the panelist
suggested that the absence of agreed-upon
definitions for certain technical terms in the
international community isamajor barrier to
the adoption of a BWC Protocol. The diffi-
culties in trandlating precise scientific lan-
guage to policy-laden terms to be used in a
multilateral, legally-binding treaty are
enormous. An overly intrusive definition or
criteria could be too broad, and make the
verification challenge unwieldy. Con-
versely, a narrow interpretation could miss
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key programs and activities of interest.
Other unresolved issues that are critical to
the successful completion of a verification
protocol include: defining a list of patho-
gens and toxins to be monitored; identifying
the place and legitimacy of agricultural and
environmental remediation programs which
employ biotechnology products; clarifying
the difference between production versus
research and development; and specifying
the limits of small-scale capabilities.

The technical risks facing the United
States regarding the BWC Protocol are sub-
stantial. The U.S. government has the larg-
est BW defense program in the world, hav-
ing grown significantly in the aftermath of
the Gulf War. In addition, the U.S. biotech-
nology industry leads the world in related
R&D and production of biotech products,
often spending over $100 million to bring a
product to the marketplace. The impact of
required data declarations on U.S. govern-
ment and industria facilities put many U.S.
equities at risk. Furthermore, the potential
of compromising information through visual
observation or the provision of details on
equipment, sampling, or access to actively-
growing cultures by way of on-site inspec-
tions could be catastrophic to U.S. industry.
Thus, while the U.S. biotech industry is gen-
erdly supportive of the BWC and the addi-
tion of a verification regime, resistance to
routine visits, detailed data declarations, and
sampling is probable. Moreover, a stringent
on-site inspection regime is unlikely to
evolve from current discussions, since such
activities are viewed as a threat to the U.S.
biotechnology industry resulting in the po-
tential loss of confidential business infor-
mation.

Despite the required data declara-
tions, prospects to verify compliance and the
ability of on-site inspectors to detect illicit
BW programs are especialy problematic.

First, identifying the facility and the activi-
ties that take place within it is difficult for
several reasons. The size of a facility re-
quired to produce militarily-significant
guantities of BW is quite small, and the tra-
ditional tell-tale exterior marking associated
with nuclear or chemical weapons facilities,
a feature which aids on-site inspection and
national technica means, is noticeably ab-
sent from BW facilities. For example, the
Aum Shinriyko BW facility had no distin-
guishable exterior indicators. Thus, the de-
tection burden increases the critica role
which human intelligence sources must play
in BW nonproliferation policy enforcement.
Additionally, the use of a commercial facil-
ity, which is judged as a significant threat in
the CW realm, is unlikely for a nascent BW
program. The cost and previousy men-
tioned size constraints make prospects for
the covert design of new, undetectable fa-
cilities more likely. Post-production detec-
tion is aso unlikely, as cleanup is quick and
easy, and one-time production runs may be
sufficient to stockpile significant quantities
of BW agents. Second, the possibility of
false positives also increases the difficulty of
detection. As the agents in question are
naturaly occurring, traces of production
could be explained as natural contamination
and could be mistaken for, or used to ob-
scure, BW production.  Third, controlling
the spread of technology through supply-
side export controls is extremely complex.
Virtually all equipment necessary for BW
production is dual-use, and can be found in
any university, hospital, or commercial en-
terprise.  Equipment is available via mail-
order and is primarily devoid of export con-
trols. Finally, the proliferation of biotech-
nology makes the likelihood of novel BW
production much higher.  Consequently,
detection will be even more difficult since
new “designer” pathogens would be absent
from traditional pathogen libraries.



Preventing the Diffusion of WMD
Expertise

The issue of preventing the diffusion
of WMD expertise is especially challenging.
One panelist described how the Cooperative
Threat Reduction (CTR) Program has
sought to address this problem by establish-
ing U.S.-funded International Science and
Technology Centers in which former nuclear
weapons scientists are employed in non-
military scientific and technological endeav-
ors. However, the panelist pointed out that
this modd is insufficient given the sheer
number of former Soviet BW-relevant sci-
entists, a number which is far greater than
that in the nuclear sphere. The brain trust
regarding BW research in the FSU is bot-
tomless, and the materia and financia in-
centives offered to BW scientists elsewhere
will be far more attractive than newly devel-
oped commercia opportunities in the FSU,
where the level of science is poor and avalil-
able resources are limited. Thus, interna-
tional programs or commercia ventures
would be incapable of providing adequate
employment opportunities to al BW experts
to prevent the diffusion of BW knowledge
outside of the FSU.

Another panelist stated the view that
the CTR Program, which assists parts of the
FSU in destroying strategic nuclear and
chemical arsenals and converting portions of
the defense sector into viable commercial
operations, has a significant trade-off effect:
American dollars spent on these projects
free up rubles to be spent on the develop-
ment and production of new weapons sys-
tems, thereby increasing overall Russian ca-
pabilities. The panelist expressed concerns
that comparable cooperation in the BW
sector would have similar implications.

Summary

Arms control measures aimed at
countering the CBW threat face significant
and onerous challenges. Because of current
developments in the biotechnology and
chemical industries, the number of users of
and uses for chemical and biological agents
has increased dramatically in recent years.
Moreover, CBW embodies an attractive, in-
expensive, and effective weapon of choice
for non-state actors or terrorist groups to
offset the military preeminence of the
United States. Thus, controlling the dis-
semination and deterring the use of CBW
has become more difficult to enforce. As a
result, the traditional concept of deterrence
must be expanded to include policy options
such as counterproliferation, counterter-
rorism, and preventing the diffusion of
CBW expertise from the FSU.

As one instrument on the front line
of this effort, the first year of implementa-
tion of the CWC was a success on severd
fronts. This agreement provides an impor-
tant prototype on which to mode WMD
arms control regimes of the future. How-
ever, the CWC modd is inadequate for
dealing with dual-use technologies and other
specific characteristics associated with BW.
Moreover, arms control regimes such as the
CWC and BWC face an uphill battle in re-
ducing and countering the threat from
WMD. The creation of new technologies,
brought about in part by the RMA, is neces-
sary to smooth implementation, enhance
monitoring regimes, strengthen the ability to
verify compliance, and improve the level of
confidence surrounding the effectiveness of
the treaties.

The effort to stem CBW proliferation
will continue to be impacted by the RMA,
both in positive and negative ways, as the
civilian industrial sector increases its in-
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volvement and stake in CBW arms control.
The industrial sector has the ability to pro-
vide the international community with the
technologies necessary to identify CBW
agents within an arms control verification
regime. At the same time, however, the in-
dustrial sector is equipped to develop new
CBW agents and applications to counteract
the effectiveness of arms control measures.
Therefore, meaningful implementation of
the CWC and BWC will require the full co-
operation of the industrial sector and the di-
rect application of RMA technologies to-
ward meeting the challenge of CBW prolif-
eration.
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DINNER SPEECH BY
THE HONORABLE JOHN D. HOLUM
Acting Under Secretary of State
for Arms Control and International Security Affairs
and Director, U.S. Arms Control and Disar mament Agency

It is a great pleasure to be back with
DSWA. Many years ago, over a beer, Walter
Cronkite asked Mercury astronaut Wally
Schirra what he had really been thinking in
the last minutes before blasting off on his
first misson. Many of you may recall
Schirra saying, "Well, | was lying there
looking up at al the dials and buttons and
toggle switches on the control panel and |
thought to myself, 'Good God, just think,
this thing was built by the lowest bidder'."

Actualy, that one-liner aside, Schirra
spent years commending NASA's constant
and vigilant monitoring and the safety fea-
tures built into the craft — which alowed
him to see his mission as just another test
flight with nothing to fear. Today's arms
control environment brought that memory to
mind. We are having some harrowing mo-
ments. Central principles of global security
have been challenged in South Asia. But, as
Secretary Albright described in some detail
earlier today, a fundamentally sound strat-
egy is in place, and it helps frame both the
policy and the means of response — not run-
ning off in al directions, but through steady
intelligence, policymaking, strategic plan-
ning and diplomacy. And like Wally Schirra,
we're grateful for the vigilance and diligence
of arms control professionals around the
world, many of them here in this room, and
their dedication to the mission at hand.

On nuclear weapons that long-term
strategy has included, among other things, a
permanent and near-universal NPT, com-
pletion of comprehensive test ban negotia-
tions, technical progress toward better de-

tection, in turn enabling strengthened safe-
guards for the IAEA, progress with key
states — including Russia and China — on
technology controls, and relentless, me-
thodical, day-by-day work on the front lines
of nonproliferation to sift intelligence, draft
demarches, and interrupt shipments. In
short, better laws, better enforcement, and
stiffened international resolve. All of those
efforts are the predicate for the reality that
we have been undergirding these past sev-
eral weeks and that India and Pakistan are
now beginning to face — that their tests have
planted them on the wrong side of history.

India and Pakistan have pushed to the
forefront weapons the world is leaving
behind.

While the order of the day is economic
growth and cutting edge science, India
and Pakistan are diverting resources to
destructive technologies a half-century
old. This is no triumph of technology,
only a surrender of self-control.

India's decision-makers expected nuclear
detonations to open the door to a perma-
nent seat on the United Nations Security
Council; instead the door is now locked,
bolted and barred.

Coupled with nationalistic chest-
thumping, and threats to deploy and even
use nuclear weapons, those underground
detonations could energize a nuclear arms
race in one of the most volatile regions of
the world.
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The most immediate concern is the
danger of moves and miscalculations that
would shift the odds dramatically toward a
nuclear exchange. During the Cold War, we
could at least have seen the nuclear "sword
of Damocles’ commence its swing from
thousands of miles away. In contrast, if In-
dia and Pakistan deploy nuclear armed mis-
sles, there will be two countries adamantly
hostile to one another, with exposed, vulner-
able nuclear arsends as little as three min-
utes away from each other, and with no reli-
able way of knowing if an attack is, or is
not, underway. Instead of "launch on warn-
ing" or "launch under attack,” someone has
characterized their likely posture then as
"launch when the wind blows."

As the President has said, the Indian
and Pakistani people are now more at risk,
not more secure. So the most immediate
message to both is to cease their inflamma-
tory rhetoric — adopt a cooling off period,
restore bilateral dialogue, avoid provocative
actions in Kashmir, and address the root
causes of their tensions. Beyond that, we
are vigorously pursuing a comprehensive
strategy to address the destabilizing effects
of these developments on the region and to
reinforce the globa nuclear nonproliferation
regime.

As aleading element, the world must
register its disapproval. India and Pakistan
must understand the depth and durability of
internationa ire. In the process, we notify
other would-be proliferators that nuclear
programs carry untenable costs. India and
Pakistan are diplomaticaly isolated. The G-
8 in Birmingham, the P-5 in Geneva, the
Organization of American States, and na
tions East and West, developed and devel-
oping, have forcefully condemned the tests.
Beyond that, U.S. and other country sanc-
tions, though by no means universal, will
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mean billions of dollars in lost trade and de-
feated possibilities.

The next steps were spelled out by
the P-5 last week in Geneva, and endorsed
unanimously by the UN Security Council
over the weekend — prompt and uncondi-
tional signatures on the Comprehensive Test
Ban Treaty, no more fissile material pro-
duction, negotiation and early conclusion of
a Fissile Material Cutoff Treaty, no weap-
onization or deployment of missiles, com-
mitments against sensitive exports.

The ultimate objective remains for
India and Pakistan to join the Nuclear Non-
Proliferation Treaty as non-nuclear weapon
states. In the meantime, there is no chance
the Treaty will be modified to accommodate
their self-declared nuclear status. Some call
this a policy of denidl. It is not that. But it is
a policy of refusal. And it will persist. Ob-
vioudly this approach has a long way to go.
As of now, both countries seem still to be in
a celebratory mood. But the "morning after"
is coming. Our task, with many others, is to
ensure that truly sober thinking happens in
the cold light of dawn, and then the business
of reparation can begin.

Events in South Asia have brought
all arms control issues back to the front
burner of world affairs. As everyone here
knows, our agenda was full before South
Asia shook. But now it has been rediscov-
ered. And leaving aside apocalyptic head-
lines about the "coming age of prolifera
tion," the more thoughtful commentary has
called for a reinvigorated commitment to
arms control — showing, perhaps, that there
may be silver linings even in mushroom
clouds.

We should use the occasion to com-
plete some unfinished business, beginning
with the most salient task — ratification of



the Comprehensive Test Ban Treaty. Some
say the South Asia tests nullify the test ban.
This morning Secretary Albright compared
that to saying any violation of standards is a
reason not to have standards. | guess the
crime rate would go down if we had no
criminal laws — but we'd be a good deal less
safe.

Some aso argued that failure to de-
tect the tests in advance undermined the case
for the test ban. But the CTBT does not de-
pend on predicting tests but on catching tests
if they happen. As to that, more than 20
seismic sensors around the world — in
Europe, Scandinavia, Western Africa, and
the South Pacific — picked up the signal of
Indids tests on May 11. Within minutes the
data pointed unambiguoudly toward an un-
derground nuclear explosion. These sensors
are just one line of the CTBT's verification
resources. Its International Monitoring Sys-
tem will provide others, and the Treaty also
recognizes national technical means and al-
lows any State Party to request an on-site
inspection. The CTBT, combined with uni-
fied politica and economic will, builds a
significant deterrent to nuclear proliferation.
What the CTBT needs most is U.S. ratifica
tion. Especialy now, we need to reinforce
U.S. leadership for nonproliferation, by not
legally reserving for ourselves something we
do not need and will not use anyway, and
something we and the rest of the world have
rightly condemned in South Asia.

There is unfinished work on the
Chemical Weapons Convention. It has been
in force for over a year. The U.S. is fully
adhering to the military provisions of the
treaty. Over seventy percent of OPCW in-
spectors time in the first year has been spent
in the U.S. But only at military sites. We
cannot yet comply with the treaty's industry
provisions, because implementing legida
tion dtill awaits clean action by the Con-

gress. Now it has been linked to broad, in-
flexible sanctions legislation aimed at Rus-
sia, which the President will have to veto.
When effective U.S. leadership on nonpro-
liferation is so crucidl, isit really good strat-
egy to make U.S. compliance with a ratified
treaty the subject of atug of war over unre-
lated issues?

We have unfinished business on
biological weapons. The President's initia-
tive has two parts: first, to significantly in-
crease counter-terrorist training and prepa-
rations, and second, to develop a strong
compliance and transparency regime for the
1972 Biologica Weapons Convention
(BWC), which is long on prohibitions and
woefully short on enforcement. The pro-
posed BWC regime will emphasize trans-
parency from each state party while simulta-
neously protecting national security and
confidential business information (CBI).
Balancing those equities will be hard but
crucia for us. Consider that of 150 primary
patents for new biotech products in 1995,
122 were issued to U.S. firms. Accordingly,
each element of the regime, such as data
declarations and investigations, is undergo-
ing meticulous consultation with the U.S.
biotechnology industry and our extensive
bio-defense community. We aim to com-
plete a framework by the end of this year.

We aso need to move to the next
phase in strategic arms control, to fulfill the
promise of Helsinki. Our own preparations
for START Il are well advanced, and we
have had some expert level discussions with
our Russian counterparts to begin framing
issues and considering how the negotiations
will proceed. Actual negotiations depend on
Russian ratification of START Il. Regretta-
bly, we learned today that the Russian Duma
has delayed action. Both sides now must be
mindful of the fact that many countries will
couple their condemnations of India and
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Pakistan's tests with demands for more prog-
ress on nuclear arms reductions, as part of
the NPT bargain. We have nothing to apolo-
gize for — but we aso have much work
ahead, and need to get rolling.

As you al know, the agenda has
other important items, including landmines,
the fissile material cutoff, crucia bilateral
efforts with Russia, China, and others. But |
want to at least give a fair nod in the direc-
tion of your conference theme — Arms Con-
trol and the Revolution in Military Affairs —
by posing some thoughts about critical infra-
structure.

The Revolution in Military Affairsis
heavily predicated on stand-off offensive
capabilities using precision-guided weapons,
dramatic improvements in C4l capabilities
and rapidly expanding applications of in-
formation warfare. Military operations de-
pend increasingly on information domi-
nance. Secure communications, GPS, and
"smart" technologies are all developed, im-
plemented or controlled through computers
and digitization. And so we must worry that
the high-tech backbone of our modern mili-
tary is far more vulnerable to computer vi-
ruses and cyber-invasions than to armor or
bombs. We need to defend our defenses.

And we must also defend the country
against these new threats. The United States
has both spawned and benefited most from
the revolution in information and digita
systems. All of our critical infrastructures
now rely on computers, advanced telecom-
munications, including to an ever-increasing
degree, the Internet, for their control and
management, for their interaction with other
infrastructures, and for communications
with their suppliers and customers. And so
we must also worry that if not properly pro-
tected, every community in America — every
bank, every business, every transportation,
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communication, utility, financial, and secu-
rity system — could be frozen, disabled,
compromised, and crashed.

With all its advantages, the very na-
ture of the Information Age — inherently
open and accessible — now finds us vulner-
able in virtually every essential service that
underpins our government and society.

The Washington Post recently reported
that computer hackers got into the mili-
tary's computer system in the Pacific via
a Korean network and demonstrated that
it could have shut down the entire Pa-
cific power grid. Fortunately, these
hackers were part of a U.S. government
team examining the security of govern-
ment systems and did no real damage.
Last year, just as the Pentagon was pre-
paring for possible military action
against Irag, Air Force and Navy bases
were hit by computer intrusions traced to
the Persian Gulf. It turned out not to be
Saddam Hussein trying to disrupt our
military preparations, but some teenag-
ersin California out for fun.

Absent the right protection, hackers
could shut down power grids, clean out bank
accounts, or disable ar traffic controls.
Some dozen countries — including Libya,
Iran and Iraq — have information warfare
programs. As Senator Nunn has aready
noted, terrorists groups like Hezbollah have
home pages on the Internet.

The President addressed this poten-
tial national security disaster in his com-
mencement address to the Naval Academy a
few weeks ago. And, following a two-year
joint public-private effort on critica infra
structure protection, the White House also
issued Presidential Decision Directive 63,
launching a nationa initiative to address
what some have taken to calling "Weapons



of Mass Disruption." The President has or-
dered all necessary measures to swiftly
eliminate any significant vulnerabilities in
our critical infrastructures.

The State Department, reinforced by
ACDA, will lead the foreign affairs element
of the directive. This exact character of our
work remains to be determined, but | have
been thinking about it under both of my hats
— arms control and international security. It
is not only an American problem. Nearly all
nations are vulnerable to cyber attacks and
nearly al nations have reason to fear for
their infrastructure security. And one of the
key defining features of our new information
infrastructure is that it is globally intercon-
nected. The Cyber War threat is clearly an
international cause inviting diplomatic,
multinational approaches.

Historically, our foreign affairs es-
tablishment has led the way in designing a
variety of arms control approaches. In this
new era of cyber weaponry, we will no
doubt play a key role again. And this, cer-
tainly, is a prime candidate for the practice |
urged at your conference last year, that arms
controllers and defense planners must do
better at seeing their work as a collaboration,
perhaps beginning with the question, what,
if anything, would we control, and how?

This arms control question in the age
of cyber weapons is a work in progress, and
while we may not have much experience to
guide us, we also have the opportunity to
create methods, rules, agreements, norms,
and even technologies to make Critical In-
frastructure Protection meaningful from the
outset. We might find a model in the Con-
vention on the Physical Protection of Nu-
clear Material. Ultimately it may be in our
interest to establish international norms and
to coordinate national policies to identify
and respond to threats.

Specific roles for broader diplomacy
have yet to be developed, but they, too, will
be important. For example:

At the most basic level, in rea time, di-
plomacy will have an obvious role if we
have information on a threat to the U.S.
information infrastructure from a source
in another nation.

Many domestic initiatives have obvious
international corollaries, such as for a
broad program of awareness and educa-
tion of the Info War threat, and strategies
for cooperation and sharing information.
U.S. laws will be changed, but to little
effect if a threat can ssimply move to a
computer terminal linked to the same
network from across the border. Diplo-
macy will be needed to harmonize na-
tional approaches.

Or what global institutions exist or might
be created to deal with the international
dimension. Can we find appropriate
precedents in our NTIA (National Tele-
communications and Information Ad-
ministration) or the ITU (International
Telecommunications Union)?

The bottom line is responding to Info
War vulnerabilities and Critical Infrastruc-
ture Protection demands public and private
participation, arms control and foreign pol-
icy experience, defense and high-tech ex-
pertise, and the willingness of all to push the
parameters of how we view threats to na
tional security. The foreign affairs commu-
nity has traversed a steep learning curve a-
ready, but the issues we uncover, and our
responses to them, are bound to escalate
sharply in the months ahead. Adding Cyber
War concerns to an arms control plate that
carries so much might be seen as risky. But
each of these separate issues re-enforces one
another. Each successful arms control en-
deavor, each agreement reached or treaty in
force, each nation made more cooperative —
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are together the fabric that makes up a se-
cure America.

The noted American journalist Jacob
Riis used to advise that if you went to watch
a stonecutter at work and you saw him break
a mighty stone, you should know it wasn't
that one blow that did it but the hundreds
that came before. That is a good description
of arms control. As we marsha all our re-
sources to contain and reverse a potential
catastrophe in South Asia — as we continue
to wear down the threats of nuclear, biologi-
cal, and chemica weapons — as we step up
to the new threat of Info War — all these are
the single blows that together make for the
mighty accomplishment of a safer, more se-
cure, and prosperous world.
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PANEL 5
ARMSRACESAND REGIONAL TENSIONS

Chair:

Admiral Richard C. Macke, USN (Ret)
Former Commander-in-Chief, U.S. Pacific Command,
and Senior Vice President,

Wheat International Communications Corporation

Mr. John C. Baker
Research Scientist, Space Policy Institute,
George Washington University

Dr. Michael Krepon
President, Henry L. Stimson Center

Dr. Li Bin
Director, Arms Control Research Division,
IAPCM, Beijing

I ntroduction

The technologica advances that have
fueled the Revolution in Military Affairs
(RMA) have created a new paradox in the
international security environment regarding
the extent to which technologies increase
regiona tenson while, at the same time,
opening new opportunities to decrease those
tensions. On the Korean Peninsula and the
Asian Subcontinent, the possession of spe-
cific nuclear technologies has added im-
measurably to anxieties between inhabitants
over regional stability issues. Technologies
offer new opportunities to alleviate some of
those tensions through improved transpar-
ency, monitoring, communication, and
command and control regimes provided that
the parties take the political decision to ex-
ploit the opportunities. With the reality of
nuclear-aspirant and nuclear-capable states
in Asia, the issue of technology applications
becomes all the more urgent. There is a

Professor Albert Pierce
Professor of Military Strategy,
National War College

Dr. Leon Sigal
Adjunct Professor, Columbia University,
and the Social Science Research Council

longstanding need for technologies and tac-
tics that stem and exploit the RMA to ame-
liorate regional tensions. The panelists dis-
cussed the current internationa security
situation as well as potential solutions to al-
leviate tensions.

Fundamental Per spectives on Regional
Cooperation

A comparison of various theoretical
constructs on regional cooperation and con-
flict management was offered by one of the
panelists. According to his account, propo-
nents and skeptics of regional cooperation
have long debated the balance between the
fragility and constancy of cooperative rela
tions in the international security arena.
While one theory posits that states are moti-
vated to cooperate based on leaders’ rational
calculations of self-interest, an aternative
theory suggests that nationa policy deci-
sions are the result of political processes that
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take place between organizations within a
state. Both of these theories indicate that
states will cooperate with their neighbors
only when it suits their own self-interests or
when it suits the operational mentality of the
organization currently in power.

Commercial Satellite Imagery and
Regional Transparency

One of the speakers commented on
the value of commercial imagery to increase
transparency and its potential for promoting
regional confidence and security. According
to the speaker, global access to higher reso-
lution commercial imagery has been in-
creasing at an impressive rate. Due to
growing international capabilities and the
implementation of the 1994 Presidential De-
cision Directive 23, which loosened the re-
strictions on commercial high resolution sat-
ellite licensing in the United States, many
new applications addressing commercial,
security, and political requirements have be-
come possible.  The latest generation of
commercial satellites provides for up to one-
meter resolution with panchromatic, mul-
tispectral, radar imaging, and hyperspectral
capabilities at a fraction of the cost and at a
much quicker rate than their predecessors
from the 1970s and 1980s. Increasingly,
new partnerships are being formed between
nations and companies who are looking
abroad for assistance in sharing the expense
of space-based capability.

These recent developments in satel-
lite technology have important implications
for international security and regiona trans-
parency. While the use of imagery is no
panacea, it provides an ever-expanding tool
for addressing conflict management and
prevention for several reasons. First, com-
mercial satellite imagery provides accessible
and sharable imagery, offering an aternative
to reliance on government resources as the

sole basis of information. Second, it could
also provide details about activities, such as
smuggling, without which governments may
not be aware. Third, commercia imagery
can aso be used to increase the confidence
level of countries and to minimize misper-
ceptions and miscalculations on the part of
policy makers. Fourth, this technology is
less provocative than other monitoring tech-
niques such as aerial overflights or naval
patrols. Finaly, satellite imagery provides
the potential to engage neutral third parties
either in the collection or analysis mode.

The importance of satellite imagery
to regional security has already been demon-
strated in Europe, South America, and Asia,
according to the speaker. U.S. negotiators
made extensive use of satellite imagery
during the Dayton negotiations to influence
the decisions of the warring parties in Bos-
nia. Imagery was also used for peacekeep-
ing and reconstruction activities as well as
efforts to locate mass graves. In South
America, the U.S. government provided
high quality imagery to support negotiations
between Ecuador and Peru regarding their
border dispute. Currently, researchers are
investigating potential  applications for
commercial imagery within a transparency
regime to resolve the Spratly Idands dis-
pute, a situation involving several countries
with competing claims for numerous islands
in the South China Sea. In addition, the Ko-
rean Peninsula represents a region ripe for
monitoring technologies. Because North
Korea does not possess an adequate moni-
toring capability, it is forced to mobilize its
military forces in disproportionate response
to actions, military or otherwise, taken in
South Korea. The use of satellite technol-
ogy to monitor conventional forces could be
an important step in reducing the level of
tension and avoiding potential conflicts.



The use of commercial satellite im-
agery also has some potential drawbacks,
namely the incluson of such imagery in
misinformation campaigns and the use of
such imagery to chalenge official assess-
ments either from federa governments or
international institutions. Higher resolution
commercial imagery can also be exploited
for military planning or intelligence-
gathering. In these ways, there is a potential
for satellite imagery to be abused, misused,
or misinterpreted. Despite the potentia for
misuse, it is clear that satellite imagery has
the potential to become a basic component
for any monitoring regime and to be used to
address issues of international security and
regional transparency.

U.S. Nonproliferation Policiestoward
North Korea

One panelist criticized U.S. foreign
policy as applied to nonproliferation policy,
particularly regarding North Korea. He
contended that the main problem with U.S.
foreign policy since the end of the Cold War
is the unwillingness of the United States to
cooperate with strangers.  Instead, the
United States has consistently used threats
and coercion as tools of foreign policy, and
by doing so, has achieved some disappoint-
ing and unnecessary results. There is a
compelling case to be made for cooperation,
which can often succeed where coercion
fails and is cheap by comparison. Moreo-
ver, in the case of proliferation concerns, the
panelist asserted that cooperation is often
more appropriate than coercion tactics. In
the case of India and Pakistan, coercion
failed to head off the nuclear tests because
both countries chose to detonate nuclear de-
vices knowing full well that U.S. economic
sanctions and other international penalties
would be imposed. Since the denial of tech-
nology and goods to produce weapons of
mass destruction (WMD) cannot be assured

forever, the ability to convince insecure
countries not to pursue their WMD devel-
opment programs requires cooperation and
reassurance rather than deterrence alone.

In another example described by the
panelist, U.S. deterrence policy faled to
achieve results in halting North Korea's nu-
clear program until inducements were added
to the mix in 1994. Before then, the United
States had refused to recognize and respond
to signs of North Korea's willingness to co-
operate with both the United States and the
International Atomic Energy  Agency
(IAEA) to significantly reduce its nuclear
program. Thus, according to the panelist,
the crime-and-punishment approach of nu-
clear diplomacy taken by the United States
toward North Korea must be considered a
failure during that period, because, prior to
1994, the United States placed too much fo-
cus on denial after North Korea already pos-
sessed all the necessary materials to build a
nuclear weapon. Currently, the status of the
1994 agreement with North Korea is in
jeopardy. North Korea is accusing the
United States of reneging on its commit-
ments regarding fuel shipments and the con-
struction of new reactors, and is threatening
to restart its nuclear program and to continue
to export ballistic missiles. Despite these
new developments, the United States must
continue a cooperative approach toward its
economic and political relationship with
North Korea in order to reduce the potential
for military confrontation on the Korean
Peninsula.

The Implications of the Nuclear
Detonationsin India and Pakistan

Beyond the national security justifi-
cations given by India in May 1998, the
motivation behind India's nuclear detona-
tions is multifaceted. As one panelist ex-
plained it, on the domestic scene, the ruling
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Bharatiya Janata Party (BJP) wanted to
strengthen its position vis-a-vis its coalition
partners and political opposition. At the
same time, it wanted to cement its reputation
as the protector of Indian security by gaining
the status of a nuclear power. On the global
front, the BJP desired to project its power by
performing an act of defiance against the
international norm because it felt itself be-
coming too vulnerable to pressure and in-
timidation from states within and outside of
the region. It also had a sense that its nu-
clear testing options were being limited by
the successful construction of a nonprolif-
eration architecture in the form of the nu-
clear Nonproliferation Treaty (NPT) and
Comprehensive Test Ban Treaty (CTBT).

The panelist opined that the recent
nuclear detonations by India and Pakistan
have led many to argue that the potential for
nuclear conflict in the Asian Subcontinent
has increased. Since both India and Pakistan
NOW POSSess nuclear weapons, one scenario
that must be considered is a conventional
war between the two states escalating to a
nuclear war. Additional scenarios include
the risk of a preemptive or preventive strike
by one state on the nuclear forces of the
other and the danger of an accidental launch
of a nuclear weapon. Another panelist
pointed out that the successful management
of these scenarios is tied to four factors of
stability including internal domestic political
stability, the stability of bilateral relations,
the stability of the arms race, and the capa-
bility to maintain stability during a crisis
situation.

An application of these stability
factors to the India-Pakistan situation re-
vedls several things. While the other nuclear
weapons states developed their nuclear arse-
nals and deployment policies during periods
of relative domestic political stability, both
India and Pakistan have experienced rapid
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trangitions in governments as well as
mounting economic concerns, complicated
further by the recent imposition of economic
sanctions by the United States and other
countries. Second, the stability of the bilat-
era relationship is very much dependent on
eliminating sources of conflict. India and
Pakistan have fought three wars since
achieving their independence, and are still
actively engaged on the issue of the Kashmir
conflict. Third, the imposition of some con-
straints on the current conventional and nu-
clear arms race between India and Pakistan
would be helpful because of the potential
that the uncertainty and the lack of bounda-
ries in that the race will contribute to insta-
bility. Finaly, India and Pakistan must be
able to conclude correctly that there is no
advantage in using nuclear weapons in a
first-strike capacity; the absence of sophisti-
cated early warning systems in the region
makes this problematic. The attainment of
the aforementioned forms of stability will
not occur overnight, but will require the
sustained effort of parties, both within and
outside the Subcontinent, to avoid nuclear
conflict.

The broader implications of the nu-
clear detonations on the Asian Subcontinent
are widespread and relevant for future arms
control and nonproliferation efforts, ac-
cording to several of the panelists. Itisclear
that the Asian Subcontinent has succeeded
in reclaiming the world's attention as a nu-
clear danger zone. However, the lack of de-
nunciations in the third world for the actions
of India and Pakistan is cause for worry.
The mild rebuke issued by some and the out-
right support declared by others indicate that
U.S. concerns regarding the region are not
universally shared. Rather, one panelist
pointed out that the NPT, regarded as the
foundation of nonproliferation policy, is
considered by many nations to be only of
use to the permanent members of the United



Nations Security Council. Furthermore, he
noted that third world countries lack a strong
sense of ownership of the NPT and the non-
proliferation cause. This notion could prove
dangerous to the future relevancy of the
treaty and its ability to act as a benchmark
for international norms of behavior. An-
other consequence of the recent nuclear tests
is that they have accentuated the tension
between nonproliferation and disarmament.
Until this point, the United States had been
able to diminish some of this tension by
helping to construct a successful nonprolif-
eration architecture. However, in the view
of one panelist, the irony of the United
States pressuring India and Pakistan not to
detonate their nuclear devices and punishing
them with economic sanctions while it
maintains a large nuclear arsenal with de-
ployed warheads has further exacerbated the
strain between the “haves’ and “have-nots.”

Responses to the Nuclear Detonations

One panelist enumerated four possi-
ble responses to India and Pakistan’s nuclear
detonations by the international community.
At one end of the spectrum, the international
community could work toward the reversal
of India and Pakistan’s nuclear status and
call for both to join the NPT as non-nuclear-
weapons states. The second option is to in-
sist that India and Pakistan suspend addi-
tiona work on their nuclear programs,
freeze production of fissile materials, sign
the CTBT, and work toward thetion of a
nonproliferation architecture in the form of
the nuclear Nonproliferation Treaty (NPT)
and Comprehensive Test Ban Treaty
(CTBT).

The panelist opined that the recent nuclear
detonations by India and Pakistan have led
many to argue that the potential for nuclear
conflict in the Asian Subcontinent has in-
creased. Since both India and Pakistan now

possess nuclear weapons, one scenario that
must be considered is a conventional war
between the two states escalating to a nu-
clear war.

Additional scenarioe panelist sug-
gested that the United States and Russia es-
tablish a time-bound framework for nuclear
disarmament and together with China,
France, and the United Kingdom, declare a
moratorium on the production of fissile ma-
terials. He also recommended that India and
China ban the deployment of short-range
missiles along their border. Finally, he sug-
gested that the international community con-
Sider stricter controls on the export of tech-
nologies, urge the negotiation of an agree-
ment between India and Pakistan, and pro-
vide early warning capability to both states.

In response to the Indian and Paki-
stani detonations, the U.S. government
formed a joint working group of legidlative
and executive officials to examine the ap-
propriate tools for a proportionate response
in the event that India or Pakistan continues
to move toward development of nuclear
weapon capability. Given the current situa-
tion, it is possible that India, Pakistan, and
potentially China might reconsider current
approaches to CSBMs. New hilateral dis-
cussions should be encouraged to discuss
nuclear risk reduction measures, such as
verifying the non-deployed status of mis-
siles. Furthermore, several of the panelists
agreed that steps should be taken to ensure
that penalties exist for extreme misbehavior
to demonstrate that serious actions will have
Serious consequences.

The panelists debated the effective-
ness and appropriateness of the imposition
of U.S. economic sanctions against India
and Pakistan. Proponents asserted that
while sanctions were futile in preventing
Pakistan’s detonations, they were useful in
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sending a signal to potential proliferators
that the United States does not condone such
actions and is willing to take a stand against
them. Critics of the sanctions policy con-
tended that unilateral sanctions are of dubi-
ous utility and impede the diplomatic in-
ducements for India and Pakistan. Further-
more, they suggested that it was doubtful
that, considering the domestic political cli-
mate in both India and Pakistan, the interna-
tiona community could have imposed any-
thing severe enough to deter such actions.
While the example of U.S. sanctions has not
been widely followed, its consequences are
hardly trivial and have already caused the
projected economic growth rates for both
India and Pakistan to be severely down-
graded.

Summary

The fundamental differences be-
tween nuclear and conventional weapons
require different thinking and different poli-
cies. The nuclear situation in South Asia is
one of precarious balance with the emer-
gence of new nuclear powers with small,
primitive nuclear devices. These devices are
highly vulnerable to preemptive attack and
may be manipulated by governments en-
gaged in political, emotional, and psycho-
logical conflicts with their neighbors. Given
this background, arms control, transparency,
and CSBMs, if applied appropriately, can
contribute to reducing regional tensions.
These approaches could be greatly en-
hanced, however, by concrete measures that
use the RMA to ameliorate tensions were
implemented.

The expanding opportunities for ac-
quisition of advanced technologies by re-
giona actors have the potential to both in-
crease and decrease regiona tensions, de-
pending on how the technologies are ap-
plied. Confidence and transparency among
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the regional actors must be increased in or-
der to decrease regiona tensions. Commer-
cia satellite imagery, with its global acces-
sihility, timeliness, and improved resolution,
has the potential to provide this service and
to become a basic component for interna-
tional security and regiona transparency
monitoring regimes. Moreover, the use of
this technology to monitor conventional
forces on the Korean Peninsula represents an
important opportunity to reduce the level of
tension and avoid potential conflicts. How-
ever, the continued development of nuclear
weapon and missile technologies has the op-
posite effect. In the areas of the Korean
Peninsula and Asian Subcontinent, the pro-
active employment of technologies to reduce
security risks and regional tensions provides
tangible and necessary measures to reduce
the threat of WMD in the absence of formal
arms control agreements. In addition, ac-
cording to one view, the United States
should consider the use of cooperation rather
than coercion with regard to North Korea to
lessen the potential for military confronta-
tion on the Korean Peninsula and deter the
further development of North Korea's nu-
clear program.

The recent Indian and Pakistani nu-
clear tests raise concerns regarding the po-
tential effect of nuclear weapons on the re-
lationship between the two countries, and
the need to ensure stability for successfully
managing the situation. Furthermore, the
implications of the nuclear tests in the global
context are widespread and relevant to fu-
ture arms control and nonproliferation ef-
forts. The reaction of third world countries
to the nuclear detonations suggests that the
tests have exacerbated the tensions between
the nuclear “haves’ and “have-nots’ and
between proponents of nuclear nonprolif-
eration and disarmament. Such tensions
could threaten the future relevancy of the
NPT and its ability to act as a benchmark for



international behavior standards. As a re-
sult, the United States, in concert with the
international community, must develop
credible, appropriate, and proportional re-
sponses to cope with current and emerging
proliferation issues. It must also ensure that
future proliferators understand that serious
consequences result from aggressive actions.
As part of this effort, the United States must
reevaluate the effectiveness of its sanctions
policy in achieving its stated goal of nuclear
nonproliferation.
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PANEL 6
EMERGING ARMSCONTROL IMPLEMENTATION STRATEGIES:
INSTITUTIONAL PERSPECTIVES

Chair:

Dr. JoergH. Menzel
Principal Deputy Director
U.S. On-Site Inspection Agency

Dr. Michael Carling

Team Leader, Inspection Operations,
Organization for the Prohibition of
Chemical Weapons

Ambassador Hasan Dervisbegovic
Ambassador-at-Large, Ministry of Foreign
Affairs, Bosnia-Herzegovina

Mr. Richard Hooper

Former Director, Division of Concepts and
Planning, Department of Safeguards,
International Atomic Energy Agency

I ntroduction

Over the past decade, an unprece-
dented number of arms control agreements
have been concluded and confidence-
building activities undertaken. Verification
and compliance issues have moved to the
forefront of the diplomatic dialogue among
countries and international organizations.
The international community has created
processes and institutions to comply with
new obligations and to ensure compliance
by treaty partners. National and interna
tional on-site inspections have become the
norm.  Military commanders have been
charged with destroying arms and military
installations, preparing sites for inspection,
and furnishing and hosting inspection teams.
One new internationa institution, the Or-
ganization for the Prohibition of Chemical

Brigadier General John C. Reppert, USA
Director, U.S. On-Site Inspection Agency

Dr. Kent G. Stansberry

Deputy Director for Arms Control
Implementation & Compliance,
Office of the Secretary of Defense

Brigadier General Peter von Geyso
Director, Federal Armed Forces Verification
Center, Ministry of Defense, Germany

Weapons (OPCW) was created, and another,
the International Atomic Energy Agency
(IAEA), was given unprecedented rights.

Despite the increasing importance of
the Revolution in Military Affairs (RMA) in
security matters, human and organizational
factors remain essential to carrying out the
terms of arms control agreements. How-
ever, while individuals and institutions are
still central to arms control implementation,
they are increasingly using technologies
being developed under the RMA to fulfill
their duties. Panelists discussed recent ac-
tivities and their implications for national,
regional, and multinational arms control im-
plementation strategies.
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Ensuring U.S. Compliance with Arms
Control Agreements

During negotiations, it is imperative
that the participants be redlistic as to what
objectives can be achieved in a given period
of time and take small steps to achieve these
objectives. One panelist contended that
participants must also keep long-term goals
in mind, and be absolutely sure of what they
are about to agree to before they sign any
document. As the language and issues in-
volved in negotiations become more and
more technical, documents become vulner-
able to multiple interpretations. To resolve
this problem, it is important that commit-
ments made during negotiations be very
specific and concrete. In the phase between
negotiations and entry into force, concrete
guidance is aso required for the imple-
menting organizations. Moreover, these or-
ganizations should be called upon to provide
regular feedback on the status of prepara-
tions to indicate their readiness to meet
treaty obligations.

The panelist went on to say that
during the implementation phase, surprises
and conflicting interpretations over treaty
obligations should be expected. It isin this
phase where arms control has the greatest
potential to induce conflict. There are in-
herent tensions between arms control and
other national security areas that can make
implementation problematic. Tensions can
come from inside individua parties as well
as between inspector and escort groups.
Thus, the dynamics of arms control imple-
mentation often create as much tension as
they alleviate, and inspectors must be fully
prepared to handle these conflicts in a man-
ner such that the treaty objectives and obli-
gations are fully achieved. Moreover, they
must keep complete files regarding the im-
plementation procedures because every act
sets a precedent. It is aso at this phase that
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the importance of practice and preparation
cannot be overemphasized. The multiple
mock inspections that are performed in
preparation for an inspection have paid off
by identifying areas in which procedures
that were implemented differed significantly
from expectations.

The Evolution of the On-Site Inspection
Agency

One panelist noted that the On-Site
Inspection Agency (OSIA) is one of the
critical elements that contribute to the effec-
tiveness of arms control regimes on behalf
of the United States. OSIA was established
in 1988 for the purpose of assisting with the
implementation of the INF treaty. As with
any ten-year-old organization, the problem
with OSIA in terms of readiness is that it is
still learning its limitations. While OSIA is
eager to make contributions to the imple-
mentation of new arms control measures, all
the implications of information warfare,
biological warfare and other issues associ-
ated with proliferation are not yet under-
stood. Eagerness is no replacement for the
kind of preparation required before entering
into an agreement. In such cases, participa
tion without preparedness would do more
harm than good. However, one advantage
of OSIA’syouth isthat it is not tied to tradi-
tion, leaving it more open to new ideas, pro-
cedures and tools.

The panelist noted that the RMA has
several important components that apply to
arms control implementation: technology,
the effective employment of that technology,
and the people who can apply those con-
cepts and utilize this technology. It is im-
portant to increase readiness by incorporat-
ing new ideas and methods. The challenge
to OSIA is to think in unconventional terms
about what is possible to achieve, how to
make that contribution within the current



national security policy structure, and how
to market the tools and concepts that are de-
veloped in this type of activity for the larger
national security community. If the United
States is as successful in selling the tools of
peace as it has been in selling the tools of
war, there will be enormous growth and ex-
pansion.

The panelist further asserted that the
arms control community faces an enormous
challenge to provide India, Pakistan, North
Korea, and parts of the Middle East and
Latin America with viable aternatives to
missiles and warheads. Implicit in that
challenge is the discussion of how to use the
tools of national security policy to achieve
the desired results. One encouraging factor
isto consider what the world might look like
today if arms control had not undertaken this
process. Arms control has changed dramati-
cally over the past ten years, and the next ten
years should provide for the same growth,
dynamic change, and opportunity.

European Arms Control - Future
Per spectives

Another panelist pointed out that
arms control has contributed significantly to
the historical changes in Europe during the
last decade. The Conventional Armed
Forces in Europe Treaty (CFE), the Vienna
Document, the Open Skies Treaty, the Day-
ton Peace Accord, and the Chemica Weap-
ons Convention (CWC) constitute the ma-
jority of Europe’s participation in arms con-
trol agreements. States participating in all
five of these mgor regimes benefit from
their synergistic effects, as do the rest of the
continent, and the world as awhole.

The panelist stated that at the institu-
tiona level, national verification organiza-
tions will continue to be responsible for the
implementation of conventional arms con-

trol agreements on European territory. In
addition, the growing trend of supplement-
ing maor arms control treaties and agree-
ments with regional agreements will likely
lead to verification organizations becoming
more involved in regiona arms control im-
plementation as well as fact-finding mis-
sons. As the multinational nature of mis-
sions increases, there will be a greater need
for coordination of verification missions
between countries to establish priorities,
objectives, and procedures. Another com-
plicating factor associated with multina
tional missions is the variety of and disparity
between definitions and standards. Com-
mon international standards regarding the
implementation of verification measures are
one solution that would enhance security
and predictability on al sides. Inspector
training courses, which are offered by
NATO and individual member states and
which are designed for international partici-
pation, must be adjusted according to this
objective.

Arms control procedures will in-
creasingly become instrumental in meeting
crisis management needs, according to this
panelist. These procedures may include
taking inventories in compliance with peace
treaties signed after armed conflicts and
conducting inspections of specified areas in
cases of unannounced concentrations of
force or mobilization-like exercises. The
amount of available information related to
security and arms control will continue to
increase due to additional obligations to
provide information, new technologies, and
enhanced cooperation. This will have im-
plications for personnel assigned to planning
and evaluation and will also make it neces-
sary to continuously update resource data-
bases and assess the support requirements
for information technologies. In spite of the
possible employment of new technologies,
on-site inspections and evaluations will re-
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main the key to effective arms control im-
plementation. Confidence and trust, which
are amgjor part of arms control, can only be
established in the context of interpersonal
relations. These types of relations are the
cornerstones that constitute the means of
support necessary for meeting arms control
objectives.

Beyond the activities already under-
way, there are a number of areas, including
export control, overflight, and verification
regimes, that will require increased attention
from European arms controllers. According
to the Organization for Security and Coop-
eration in Europe (OSCE), one goa should
be a unified European arms control regime
with restrictive regulations on armament ex-
ports to improve the control of the transfer
of conventional armaments. Furthermore, if
the Treaty on Open Skies is not ratified and
entered into force, an aerial inspection re-
gime within the scope of the CFE Treaty or
on a sub-regional basis should be considered
as an dternative option. Finaly, a verifica-
tion regime to augment the Biological
Weapons Convention (BWC), similar to that
used in the CWC, would contribute signifi-
cantly to countering the threat of biological
weapons.  Cooperative arms control, to-
gether with collective defensive efforts and
verification, is and will remain the center-
piece of cooperative security and stability in
Europe and in other regions of the world.

Arms Control Challengesfor Bosnia-
Herzegovina

Using a more specific application to
illustrate the issues associated with arms
control treaty implementation, the Bosnian
panelist detalled the arrangements sur-
rounding the Dayton Peace Agreement. He
contended that this agreement is a complex,
balanced package of political and military
arrangements reflecting a delicate compro-
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mise among the involved parties. Imple-
mentation of confidence and security build-
ing measures (CSBMs) and the arms control
arrangements for Bosnia-Herzegovina and
its two neighbors are an important part of
this peace package. Under considerable
pressure from the international community,
these agreements were initially negotiated
and implemented a few months after the end
of the three-and-a-half-year war. The U.S,,
together with a number of UN members,
helped to end the war in Bosnia
Herzegovina, leading to the Dayton Peace
Agreement and continued monitoring of its
implementation.

Prior to the Dayton Agreement, there
had been no experience in processing
CSBMs and arms control activities in the
diplomatic or military circles of Bosnia
Herzegovina. From the start, participants
were forced to contend with all the problems
inherent in the post-war period, with distrust
between the warring parties being one of the
most significant issues. In spite of the initial
hesitation in the beginning of 1996 and other
delays in implementation, CSBMs and arms
control activities, especially reductions in
armaments, have had a positive impact on
the overal security situation in Bosnia-
Herzegovina.

The panelist noted that from the very
beginning, it was evident that an arms con-
trol agreement would require the willingness
of the Parties to openly exchange informa-
tion on their forces and armaments in a
manner similar to the CFE Treaty. These
Parties accepted a verification regime based
on ingpections, and agreed to the physical
reduction of armaments above the agreed
celling. However, implementation of the
Dayton Agreement has not occurred without
difficulties. One major problem concerns
the issue of inspections. The State of Bos-
nia-Herzegovina has the right to carry out its



own inspections in Croatia and Yugoslavia,
according to the pandist. Croatia and
Yugoslavia accepted this in principle, but
only if and when the properly elected politi-
cal authorities of the State of Bosnia
Herzegovina agreed to them, and if the in-
spection teams consisted of representatives
from al three constituent groups. These
conditions blocked the conduct of inspec-
tions during the last months of 1996. In
fact, two years later, this problem is not yet
resolved. With the exception of this exam-
ple, however, the professiona manner and
cooperation among the involved parties who
have conducted inspections under the
agreements have been crucia aspects of the
success experienced thus far.

Turning Pointsfor International
Safeguards

Applying the principles of arms
control on a multilateral basis, the IAEA has
achieved much progress toward the imple-
mentation of enhanced nuclear safeguards
throughout the international community.
As described by one panelist, non-nuclear-
weapons states are obliged to negotiate a
comprehensive safeguard agreement with
the IAEA, in accordance with the nuclear
Nonproliferation Treaty (NPT) and certain
regional agreements. As part of its respon-
sibility to implement Article Il of the NPT,
the IAEA establishes a safeguard system
based on nuclear material accountancy on a
facility-by-facility basis in non-nuclear-
weapons states. Once the comprehensive
safeguards agreement enters into force, the
first action required by the state is to declare
to the IAEA the sum total of nuclear mate-
ria that it owns by location, quantity, and
type. While this system has proven to be
effective in many respects, conclusions
reached regarding a state's safeguards tend
to relate to the correctness of the data decla-
rations offered rather than the completeness

of theinformation. Therefore, it is often dif-
ficult to detect the existence of materials not
included in data declarations.

The panelist detailed other limita
tions of this system, which are exemplified
by the situations in Iraq and North Korea.
Because Iraq was a long-term party to the
NPT, the IAEA implemented safeguards in
specified portions of four Iragi facilities.
During the 1980s, at the same time that
IAEA inspectors were present, the lragis
were developing a nuclear weapons program
in other parts of the same facilities without
the knowledge of the IAEA inspectors. It is
possible that such activities would have re-
mained clandestine but for the fact that Iraq
lacked both the technical management and
technological infrastructure necessary to
support this investment, and was forced to
look beyond its borders for the necessary
materials to support this program. It was at
this point that the outside world started to
gain an understanding of what was occurring
within Irag.

North Korea presents a very different
situation in which IAEA officials have been
hamstrung by the lack of access to informa-
tion. North Korea acceded to the NPT in
1988, and, in its initial data declaration to
the 1AEA, it reported that a single hot test
was performed and a small quantity of plu-
tonium and nuclear waste was produced.
The IAEA has not been able to verify this
because the plutonium and the waste pre-
sented are inconsistent with the activities
North Korea claimed to have executed.
Furthermore, there are questions regarding
the environmental samples in which the type
of plutonium was inconsistent with the plu-
tonium cited in the initial declaration. Also,
North Korea denied a request by the IAEA
to gain access to what appeared to be nu-
clear waste storage locations that had not
been included in the original declaration,
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despite the fact that special inspection rights
were contained within the existing safe-
guards agreement between the IAEA and
North Korea. This situation continues to-

day.

Unlike Irag and North Korea, the
completeness of inspections in South Africa
represent a real success story for the IAEA.
South Africa, which made the decision to
eliminate its nuclear weapons and to join the
NPT, was primarily concerned with the
identification of all materia recovered from
dismantled nuclear weapons. With the help
of the South African government, the IAEA
was able to conclude that the amount of
material presented was consistent with what
the government was capable of producing.
This positive experience provided a signifi-
cant portion of the conceptual development
that went into the design of the follow-up
inspection safeguards regime.

93+2 Program

The development of the 93+2 Pro-
gram resulted from the Iragi experience, and
was designed to reduce the potential for
State Parties to the NPT to be able to exe-
cute secret nuclear weapons development
programs beyond the reach of the IAEA. As
described by one panelist, the production of
nuclear material involves interrelated activi-
ties that imply the production of nuclear
weapons-grade materials, such as the exis-
tence of certain equipment, environmental
traces, and a predictable utilization of nu-
clear material. These facts provide the basis
for agreat deal more information from states
regarding the whole of the nuclear program
and related activities. New technical meas-
ures, the collection of environmental sam-
ples, and broader inspector access serve as
the foundation for the audit procedures
adopted by the IAEA and contained in this
regime.
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The 93+2 Program is intended to de-
velop a new kind of audit function with in-
tegrated protocols including expanded decla-
rations, additional evauations of informa-
tion, new technical measures, and increased
inspector access. Specificaly, the program
requires the creation of a series of adminis-
trative arrangements to streamline the im-
plementation of safeguards. It also calls for
information about and/or inspector access to
all aspects of States' nuclear fuel cycles, and
any other locations where nuclear material
for non-nuclear uses is present; al buildings
on a nuclear site; fuel cycle-related R&D;
manufacture, import, and export of sensitive
nuclear-related technologies; and the collec-
tion of environmental samples beyond de-
clared locations when deemed necessary by
|AEA officids.

I nspections Under the CWC

One panelist provided a detailed de-
scription of the significant progress made by
the OPCW in establishing a sound base for
the implementation of the CWC since the
Treaty entered into force one year ago. The
treaty has been ratified by 110 countries,
inspections have been carried out, data dec-
larations have been verified, and a stable
organization has been established where
problems can be discussed and resolved. In
the first year of the CWC, over 200 inspec-
tions were conducted in 25 countries. These
consisted of routine inspections of declared
facilities, and were executed with the objec-
tive of confirming the accuracy of the data
declarations submitted by State Parties. In-
vestigations involving the alleged use of CW
and challenge inspections have not yet been
initiated and will be a mgor test of the or-
ganization and its ingpectors. Of the inspec-
tions conducted so far, 156 were conducted
at military facilities, while 48 took place at
industrial sites. Inspectors spent an average
of 112 days on Site per year. Inspectors



were aways escorted by personnel provided
by the host state, and escort teams were ex-
ceptionaly professional and well-prepared
and helped to ensure that the inspections
took place in aquick, efficient manner.

The future success of verification
under the CWC is tied to severa issues.
First, although there is a learning curve due
to the varied backgrounds of the inspectors,
the procedures instituted by the inspection
team must be consistently applied through-
out al the inspected states. Second, there is
a strong need for ingpection teams to de-
velop more coordinated standards and tech-
niques to avoid creating hostilities with in-
spected parties.  Finally, the continuous
monitoring of CW destruction sites must be
maintained. This is problematic, however,
since the resources of the OPCW are limited
and will not easily alow for inspection
teams to be located at al destruction facili-
ties on a continuous basis.

Summary

The impressve number of arms
control agreements and CSBMs negotiated
within the last decade has sparked the crea-
tion of new institutions and processes to ac-
commodate international obligations. It has
also placed an increasing amount of interna-
tional attention on the subject of arms con-
trol implementation, compliance, and verifi-
cation. Technologies spawned by the RMA
have played an important role in enhancing
the regimes for monitoring arms control
compliance. Specifically, the employment
of advanced technology created to enhance
on-site inspection and information exchange
capabilities has added immeasurably to the
viability of arms control measures such as
the CWC and the 93+2 Program.

The organizations charged with im-
plementing arms control measures have an

ever-expanding portfolio of responsibilities.
The increasing number of regiona agree-
ments will likely lead to those organizations
becoming more involved in regiona arms
control implementation as well as fact-
finding missions and criss management
situations. This will require a greater degree
of coordination of monitoring and inspection
missions between countries to establish pri-
orities, objectives, and procedures, as well
as the development of common international
standards for conducting such activities.

Cooperative arms control, together
with collective defensive efforts and verifi-
cation, is and will remain the centerpiece of
security and stability in Europe and other
regions of the world. This reality is exem-
plified by the 93+2 Program, the CWC, and
the Dayton Peace Agreement, which illus-
trate how cooperation, data exchange, and
on-site inspection, respectively, have added
immeasurably to increased security and re-
giona stability. The viability and impor-
tance of this type of arms control are further
reinforced by the achievements of the CWC,
which represents a new generation of multi-
lateral arms control regime with enhanced
inspection obligations.
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LUNCHEON SPEECH BY
THE HONORABLE JOHN J. HAMRE
Deputy Secretary of Defense

Thank you, General Curtin, very
much. | was looking forward to talking to
you today until | looked out and saw two of
my old colleagues from the Senate Armed
Services Committee, Dick Combs and Bill
Hoehn and they used to routinely come to
my office and tell me | didn't know what |
was talking about. And so this is a scary
thought, indeed, to have them here. Good to
see you guys. Thank you for coming.

If 1 may, let me begin, by sharing a
remarkable personal experience this week.
Earlier on Tuesday, | went out to Omaha to
visit the Strategic Air Command. Well, it's
not called the Strategic Air Command any-
more. We did away with that. It's Strategic
Command. And then | find myself on
Thursday coming here to talk to 300 arms
control experts, a very interesting juxtaposi-
tion in my life. | went out on Monday night
and had dinner with Gene Habiger and his
wife Barbara. | don't how many of you have
ever been there, but Gene is in the command
guarters that Curtis LeMay occupied and in
the basement is Curtis LeMay's bomb shel-
ter. It's really stunning to go down there. It's
like a trip 30 years back in time, complete
with a hand cranked air exchange system
and hand cranked telephone which is EMP
hardened, of course. It was tested every Fri-
day until 1988. It had about a two-inch thick
blast door covering the window that | guess
you crawled out of when it was all over.

Later | sat down and talked with
Gene Habiger. And | know, somewhere,
wherever Curtis LeMay is, he must have
been just dying to hear the things that Gene
Habiger, his successor, is now talking about.
Gene had just returned the night before from

atwo week visit to Russia where he toured a
nuclear submarine, went out and saw a silo
complete with active warheads, saw the
command and control system, saw the cus-
todia stewardship procedures that Russia
has for warheads. And | thought to myself,
what a remarkable thing it is to Gene's, en-
during credit, that he has seen his tenure, his
stewardship responsibilities as the head of
the Strategic Command to create probably
one of the most sophisticated and successful
dialogues with his counterparts in Russia
during the last three years. It is absolutely
remarkable.

It told me more than anything what a
remarkable transition we have al endured
these last eight to ten years. It is a different
world. A hugely different world. In many
ways, in a beneficent sense, a different
world. | think it is greatly reassuring that we
live in atime when the head of our Strategic
Command can sit down with his counterpart
in Russia and talk about nuclear surety is
sues and command and control issues and
custodial issues. | don't think | ever antici-
pated having lived long enough to have ex-
perienced that, yet, it isvery real.

At the same time, we live in a much
more complicated and, | would argue, a
more dangerous world. Not just because of
the events of the last month [the India and
Pakistan nuclear tests|, troubling as they
were. But really, the gradual unfolding of a
world that is troubling, indeed, | suspect has
been the focal point of so much of your con-
versation these last two days. Let me, at this
stage, say how much | admire you, Gary, for
setting up this conference and actualy con-
tinuing these conferences. | think it again
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reflects the enormous professionalism of our
Department of Defense and the creative
spirit that people like [Mgor General] Gary
Curtin and [Brigadier General] John Reppert
and others who have been so much in the
forefront of pioneering new relationships
with our uneasy partners in this spaceship
Earth that we share together. And | thank
you for doing this and | thank you for asking
me to come. I'm grateful for that.

| believe that this new world that's
unfolding and the challenges of containing
chemical, biologica and nuclear weapons
represents the signal security challenge of
the next decade, if not the next century. |
don't think that there is a more important,
and arguably, not a more complicated prob-
lem than this. And it's going to take fully all
of the creative energy that these remarkable
people that work for our department and all
of you who work in other parts of our gov-
ernment or in non-government agencies, ei-
ther of the United States or overseas, al of
our creative energies to deal with this.

It was only, six years ago, Bill
Hoehn, when you were working out the
Nunn-Lugar program to get it going and the
best you would say was our government was
apathetic, right Dick Combs? We even con-
fronted active opposition of some in our
government to what, | think, has been sin-
gularly one of the most successful and im-
portant programs that we've had in the last
five years. In this period of time, | think
we've had a huge transition for those of usin
the Department of Defense, and | actually
believe it's the consensus view in our gov-
ernment that threat reduction constitutes a
primary defense mission. There was once a
time when it was viewed as a liberal, left-
wing diversion to the real challenge to
maintaining a strong defense. And, | think,
people are now realizing that threat reduc-
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tion now represents a primary defense mis-
sion.

| think a world perspective has
emerged because of some very significant
changes in the last five years, to eight years.
The collapse of the old Soviet Union and the
making available in a very unsettling way
the knowledge and the tools of a large mili-
tary that is now available to third partiesis a
scary picture for everyone, not just the
United States. It isn't just us who face this at
all.

And let me say, | think part of the
reason why the CTR program has been so
important is it's been able to establish a
framework for interaction with Russia
We've had success in the last six months,
working with Russia to try to prevent the
proliferation of knowledge and things to
other countries that would be, frankly, det-
rimental to Russia's security as well as oth-
ers in the region. Bob Gallucci has been
very instrumental in this. That's a profound
and very far reaching development, and |
would argue that we've been dealing with it
fairly successfully, when you consider the
complexity of the task.

| think a second thing that charac-
terizes this period is the emergence of a
willingness by terrorists to contemplate the
use of chemical or biologica weapons. It's
obviously passé now to refer to the sarin at-
tack in Tokyo. But, if ever there were a
wake up call, it was that. Or a couple of
homegrown kooks out in Nevada that want
to pretend they've created anthrax to poison
Americans. It's an unusually difficult prob-
lem to deal with. And for the first time, our
Government is seriously now talking about
homeland defense in very significant and
profound ways. And I'd be glad to talk about
that. | don't intend to spend much time here



talking about that. But 1'd be glad to discuss
it if you're interested.

| think a third development which is
troubling has been, the collapse in the inter-
est in the United States in nuclear weapons.
This was, after al, for years, the premier
defense mission. And we built up a remark-
able organization in the Defense Nuclear
Agency to become the Defense Specidl
Weapons Agency, where the best and the
brightest sought careers. And yet, in the last
five to eight years, there's been just a sig-
nificant reduction in interest of our best and
brightest in this career field. Nuclear weap-
ons aren't going away as much as we would
wish it. But we can't afford to lose our in-
tellectual competence in dealing with it. And
that's a very significant challenge and one |
know that Gary has been working on.

| think an equally important devel-
opment of the last four to five years has
been the increasing vulnerability of the
American infrastructure caused by American
productivity in using computers to run busi-
ness processes and physical processes. |
know that you've had some discussion about
this before | arrived today. | apologize for
not having been here earlier, but | spent the
morning testifying in front of the House Na
tional Security Committee on this issue,
Americas vulnerability to a cyber attack and
the significance of our vulnerability to cyber
attack.

Now, | reviewed these developments
as an introduction to context of our thinking
when last fall, we decided that we needed to
make a fairly significant change in the way
we were organized at the Department of De-
fense to deal with these chalenging devel-
opments. We believe that there was no more
important national security mission that we
faced in the next decade than threat reduc-
tion and counter proliferation and we were

poorly organized to deal with it. Not that we
didn't have remarkable people working on it.
But we were not organized in an integrated
way to deal with this very comprehensive
problem. We had, obviousy, very strong
organizations to begin with, DSWA; On-Site
Inspection Agency [OSIA]; DTSA, the De-
fense Technology and Security Agency. But
we a'so have boutique, and | don't mean that
in a negative sense, but boutique organiza-
tions that were dealing with the Nunn-Lugar
program, the CTR program. And we found
that in various ways we needed to bring this
together into a coherence and into awhole.

So we set about the process of cre-
ating this new organization called the De-
fense Threat Reduction Agency. And that's
really why | wanted to come and talk to you.
| wanted to tell you about this organization
and our plans, at least in the near term.

First, the organization will become
operational officially on the 1st of October.
We have been aready initiated a transition.
The infrastructure is in place and we will, |
think, in a month be transferring the entire
Cooperative Threat Reduction program to
the new agency. It's going to take a little bit
of time to make the transition to bring the
other elements together because we are go-
ing to consolidate to a single space and that
does entail relocation and the turmoil.

Now, let me, first describe the goals
of the organization and what we're going to
try to do. There are going to be three pri-
mary missions for the new organization.
First, and | would say foremost, but | don't
want it to look like it's disproportionate in
weight, is to maintain our current nuclear
deterrent capability. That is still, singularly,
one of the most important challenges we
face. And it means providing the technical
expertise to manage this infrastructure. We
still have a large and will, | think, always
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have a large infrastructure of nuclear capa-
bility. And we have to husband that and we
have to maintain the intellectua infrastruc-
ture to support it. This organization, of
course, will be responsible for the Defense
Department's stockpile stewardship duties
and provide technical support in that area.

The second primary mission is going
to be to reduce the threat from weapons of
mass destruction. Within this mission there
are obvioudly important elements, such as
treaty monitoring and on-going support of
the confidence building measures. And here,
| think we're fortunate to be able to build on
the base created by this remarkable little or-
ganization caled OSIA. Over the last ten
years, thisisreally agem and has done some
really great things. And | think we have a
wonderful infrastructure to on which to
build the new organization. And it's on that
root stock, as it were, were going to graft,
for example, the cooperative threat reduction
program.

The third mission is to counter
weapons of mass destruction threats. Here,
we seek the full panoply of capabilities. We
need to develop modeling and simulation
skills. Especially for biological and chemical
weapons. We do not have the intellectual
infrastructure for biologica and chemical
threats the way we have it for nuclear
threats. We spent a long time thinking about
nuclear weapons. When the United States
abandoned biological weapons in, | think,
1969, we redly lost the intellectual infra-
structure that goes with having an offensive
program. It's a fact of nature that military
organizations tend to devote an order of
magnitude more attention to things if they're
on the offense than if they're on the defense.

We have not sustained and main-

tained an intellectual infrastructure associ-
ated with biological or chemica weapons.
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We are somewhat further along on chemical
weapons because we redlly started working
very hard on chemica weapons protection
back in the mid '80s. We still have an awful
long way to go. And Dick Macke remem-
bers this from his days in the Pacific about
the challenges that would come if we ever
confront chemical weapons on the Korean
peninsula, for example. An enormously dif-
ficult environment if we had to do that. But
a least, in the area of chemical threats,
we've spent some time thinking about the
problem.

There's another dimension to this
third mission, which is still unfolding in our
minds. The Defense Threat Reduction
Agency will be deeply involved in it, but not
singularly involved in consequence man-
agement. Those of you who are familiar
with the American defense establishment
know that we have unified commanders in
chief and the world is divided among them.
There was one country that was never in a
CINCs area of responsibility and that was
the United States. Continental air defense
fell under the jurisdiction of NORAD, but
homeland defense belonged to no one.
Those days are over. We are going to have
to assign the United Statesto a CINC to start
worrying about homeland defense.

And those of you who have been in-
volved in any analysis associated with a ter-
rorist act that might use chemical or biologi-
cal weapons know, it is startling how soon
this becomes a national security problem.
It's within minutes, a chemical or biological
terrorist act transcends the capability of local
law enforcement or emergency responders.
This will be a homeland defense issue, a na-
tional security issue if it were ever to hap-
pen. Over the next 16 to 18 months, we will
be wrestling through all of the tough but es-
sential details of assigning the United States



to a CINC and starting to develop real world
war plans to defend this country.

The Defense Threat Reduction
Agency becomes, as it were, the centra
nervous system for our counter-proliferation
plans and preparation. We have to have an
organization that can start with first princi-
ples, study the threat, what will it look like,
and how do you deal with it. When it comes
to chemical and biological weapons, we
don't have that integrated intelligence as-
sessment, today to be honest. We don't have
an integrated view of this as a threat and
what to do about it. And so that will become
the first responsibility of the agency.

Now, in that regard, probably the
most important thing that well be doing
early with this agency, is to establish an ad-
vanced systems and concepts office for the
Defense Threat Reduction Agency. That be-
comes the, as it were, the central nervous
system for the new agency, helping us to
think threats and requirements, and to take
them in an integrated way into the re-
sourcing and planning and programming for
this agency. That will be the highest priority
and our focus, realy, between now and Oc-
tober 1st.

This Advanced Systems and Concept
Office (ASCO) will be afairly small organi-
zation, extensively utilizing Individual Pro-
fessional Assignments (IPAs) from industry
and academia to augment our talent. The
Director of Centra Intelligence has a coun-
ter proliferation agency and it took nearly
nine months to hire two microbiologists. We
can't use government personnel practices to
try to stay up with this problem. We are go-
ing to have to utilize IPAs. And so we will
have a small government civil service core,
20 to 30 people maybe, that constitute the
bulk of the permanent force for the ASCO.

The rest of the staffing is going to be done
through IPAs.

| think this is especialy important
because there is an astounding intellectual
capital that exists on issues like biological
technical developments in our pharmaceuti-
cal industry. We could never hope to repli-
cate it, neither should we try. The private
sector will be much more vibrant and cur-
rent than anything we could create in the
government. And so finding ways to link up
with these organizations will become enor-
mously important.

The last thing that we're doing with
DTRA is creating a very senior panel of ad-
visors, The Threat Reduction Advisory
Committee. General Larry Welch, who's the
head of IDA, is going to chair it. We have
people like Bill Perry and George White-
sides; | tried to get John Shalikashvili, but
he couldn't make it; Paul Wolfowitz; I'm
hoping with a little bit of luck to get Bob
Gallucci, but he's holding out on me; to try
to be a part of this organization because we
need early on to be able to develop a very
clear vision to guide this organization over
the next three to four years. | think our first
meeting of the advisory committee is going
to be next month. And, | think, most people
are concerned that it's going to be very de-
manding. And | fear that it will be for the
first 12 months. Well be asking a lot from
people in the first 12 months, but that'll be
the most important time to get our ground-

ing.

Finally, let me again, thank you
General Curtin not just for inviting me here,
but frankly, for hosting this event. | believe
this kind of a conclave becomes an irre-
placeable element for the future. 1 cannot
contemplate dealing with this problem with-
out having the resources of this sort of an
association, this sort of a conference, to help
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all of us deal with this chalenging problem.
We will be asking much more of all of you.
| will be asking you to help us think through
the most challenging national security
problems that this country faces and frankly,
all countries face. We share it together. And
we're going to need al of you. I'm very seri-
ous. We're going to need all of you and your
involvement and your professionalism and
your expertise.

It isn't just an arms control issue,
frankly. Many of you in the arms control
world, frankly, are wrestling with the end of
the Cold War just as much as we have been
in the Department of Defense. There are an
awful lot of changes that lie ahead for you.
We share them together. | would like to
conclude by saying the Department of De-
fense is actually your partner because we see
this as our mission. Not the only mission.
Because when you get right down to it,
we're still going to go off and fight and win
Americas wars. But it is one of our primary
missions to reduce the threat that we face
and that all other countries face. And we're
going to need your help. Thank you very
much, Gary. Thank you for inviting me.

Q How is the United States Defense
Threat Reduction Agency going to work in
with NATO?

A First of al, | need to say that al of
the constituent elements that currently exist
in the Department of Defense will be trans-
ferred over DTRA. We've been very careful
to make sure nothing fals off the table dur-
ing the transition. And that, frankly, was one
of General Curtin's and General Reppert's
primary responsibilities, to make sure that in
this transition, nobody fell off the truck on
the way.

My first response to your question is
that all of the existing patterns and associa-

tions will continue in the transition. In the
long run, | hope what you're going to seeisa
much more coherent focus. Instead of hav-
ing two or maybe three organizations that
might be involved in the issue, you're going
to get one organization plus the policy ele-
ments in OSD. So, | hope what it produces
one-stop shopping for others when they
want to deal with this problem, you will
have one place to go.

Q With regard to continental defense,
what will be the coordinating mechanism
between DTRA and the Nationa Infra
structure Protection Center in Department of
Justice and the Critical Infrastructure Pro-
tection office in Commerce?

A Let me say at this point that we view
these as somewhat separate problems and
they are organizationally separate. The De-
partment's response to the cyber issues and
the infrastructure protection issues are really
going to be coordinated through a different
mechanism. It's going to be through the As-
sistant Secretary for Command, Control and
Intelligence on the one hand. We will also
be establishing a new military organization
to deal with cyber defense. That is going to
be resolved in the next six weeks or so,
separate from the DTRA. DTRA has its
hands full right now. And frankly, it is a
somewhat different problem.

Now, let me describe to you the re-
lationship of the department to the NIPC and
then, | forget the name of the other one.
...CIAO (Ciritical Infrastructure Assurance
Office) ...that's right, CIAO organization.
Infrastructure protection is a very interesting
problem. The Department of Defense is not
responsible for any infrastructure inside the
United States with the exception of locks
and dams. And we do that because the Corps
of Engineers has the responsibility. Other
than that, we don't have any responsibilities



for infrastructure. It's deeply rooted in
American Constitutional democracy that's
evolved over the last hundred years, 125
years. The Department of Defense only
deals with threats outside of the borders of
the United States. If it'sinside of the borders
of the United States, it is a law enforcement
problem.

| believe that's an artificial distinc-
tion. Cyberspace doesn't know geographical
boundaries. We're looking at a future where
frankly, DoD doesn't have any primary re-
sponsibility or jurisdiction, but almost in-
evitably will be pulled in very early in any
cyber protection role. We are spending con-
Siderable resources right now dealing with
the problems that we revealed to ourselves
last year through an exercise caled Eligible
Receiver. The Lessons of Eligible Receiver
reconfirmed in February when we were un-
der attack by some hackers.

We redlly are substantially down the
road in dealing with that problem now. We
have committed ourselves and are support-
ing the Nationa Infrastructure Protection
Center. We provide the deputy and well
provide, | believe, three of the five heads of
the directorates. Because of our Constitu-
tiona orientation and our history, the De-
partment of Defense is not going to be the
lead in anything, but we will be backbone of
everything when you get down to it. We are
actively partnering with the Department of
Justice and the FBI. | meet on a monthly ba-
sis with the Attorney General and with the
director of the FBI as we are laying out our
plans on the NIPC. We are, also creating a
computer forensics capability on behaf of
both DoD and the Justice Department. So
we're very deeply involved with the NIPC.

Now as to the CIAO organization,
that's just been created. It's dlightly ambigu-
ous because, | think, some people's visions

are grander than what can redlly be done by
the organization. | mean you can't redlly
take the responsibilities away from the or-
ganizations. So this organization is more
responsible for coordination policy coordi-
nation.

Q Thank you. My name is Mr. (inaudi-
ble). I'm teaching arms control and prolif-
eration issues at (inaudible) University in
Ankara, Turkey. Although the primary con-
cern of arms control has been nuclear as
well as biological and chemical weapons,
we al know that there is aso a significant
role for controlling conventional weaponry
as well. I would, therefore, like to take this
opportunity of being in same room with you,
gir, to bring to your attention an extremely
important subject that has not been touched
upon during the conference here. I'm talking
about the situation in Cyprus which is very
likely to be the next big explosion to those
of India and Pakistan.

As most of us know, the Russian
anti-aircraft missiles will be soon dispatched
to Cyprus upon the request of Greek Cypri-
ots. Turkish military and security elites con-
Sider this missile deal as very serious chal-
lenge to Turkey's privacy toward the island
and has a serious threat to Turkish national
security. For reasons that | won't be dealing
with here, Turks are determined to take all
sorts of military measures, including a pre-
ventive strike to the missiles. In that, these
options, it's unfortunately seemingly the
most likely. Therefore, in case this occurs,
there should be no doubt that the conflict
will easily and quickly escalate to a war
between Turkey and Greece, possibly invit-
ing U.S. as well as Russian intervention.
Considering that the costs of war between
two NATO allies will be tremendous for all
the parties concerned, | would like to know
what concrete measures the U.S. admini-
stration is or will be taking short of the

85



rhetorics of exercising restraint. It's what I'm
telling my friends in the Turkish genera
staff that does me no good. Because they
believe once these missiles are deployed to
the idland, it will be much more difficult to
take them out during a conflict. Therefore, a
preventive strike prevails as the most feasi-
ble option for them. So, | would like to hear
that, I'm just speaking on my persona ca
pacity and I'm just the spokesperson of all
those who want to live in peace and har-
mony with our Greek friends. Thank you,
Sir.

A If 1 were here just to speak in my
personal capacity, I'd be able to be more
open in my discussion with you and so, I'm
going to have to be controlled somewhat in
my remarks.

The United States shares the concern
that you uttered about the seriousness and
the volatility of the situation. As you know,
we have designated an individual to become
a point person for dealing with it. And, in all
honesty, there have been a series of fairly
important discussions, which I'm not at lib-
erty to go into. | think you are seeing the
appropriate level of caution right now. |
don't believe that there is anything that's
happened right now that is irreversible. And
there are very serious ongoing, very sub-
stantive discussions associated with it,
working with al the parties that are affected
by it. Forgive for me for not being able to
go much further than that right now. | think
we share, very much, your concern that this
could be a situation that could quickly get
out of hand and could quickly lead to un-
foreseeable consequences. And therefore,
we're very anxious to take substantive steps
to prevent it from happening. I'm sorry that
I'm constrained from going further than that.
Q Sir, what CINC did you have in mind
for working with DTRA? I'm from ACOM,
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so | have no dog in that fight, realy.
(Laughter)

A Is ACOM America Command or
Atlantic Command? | don't know. (Laugh-
ter) This is more complicated than Cyprus —
(Laughter). And infinitely more dangerous.
(Laughter) Logicaly, we have three com-
mands that have an important role to play.
We have NORAD and weve got Strategic
Command and we have the Atlantic Com-
mand. | have my own persona preferences
and views. But we are working that out right
now inside the department. There obviously
IS a compromise solution, which is some
kind of ajoint task force. But | actually be-
lieve it needs to be grounded in a CINC. My
persona view, but again, let me just state
explicitly it's only a personal view and |
don't want this to be forgudging either the
Secretary's flexibility or his thinking on it, is
that it's logical to put it with ACOM. But
that is not a settled issue and there are very
important equities that come to the table as-
sociated with other organizations.

Let me give you an example. | per-
sonally don't believe homeland defense is
just a case of the United States. Y ou have to
think about Canada in this regard. For all
practical purposes, we have an integrated
infrastructure with Canada. If the power
were to go out in Ontario, it would effect
New Y ork City. So you cannot think about it
being just a United States homeland prob-
lem. And NORAD, of course, has had a
long, very successful history of working
closely with Canada. So it's not a trivia is-
sue when | say that this is not yet resolved.
We will resolve it here this summer. | gave
you more information than | gave him.
(Laughter) I'm sorry, | have to go. Thank
you all. (Applause)
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The Revolution in Military Affairs
(RMA) will facilitate a transformation of the
Department of Defense that is necessary for
shaping the international security environ-
ment and responding to the full range of
military challenges over the next two dec-
ades. During this period, arms control is ex-
pected to serve as an important tool for
shaping the internationa environment in
ways favorable to U.S. interests and global
security. Thus, while the RMA and arms
control are separate enterprises, many of the
goals they set out to achieve are smilar. The
concluding session of the conference ex-
plored broad topics relevant to future trends
with the objective of creating a clearer pic-
ture of the international environment that the
RMA and arms control will help to create.
Panelists returned to severa key issues
raised during the conference sessions, in-
cluding the relationship between the RMA
and arms control; significant near-term
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threats to U.S. national security; arms con-
trol in light of India and Pakistan’s nuclear
tests; the merits of the nuclear Nonprolifera-
tion (NPT) and Comprehensive Test Ban
(CTBT) treaties, and the future of arms
control in general.

Relationship between the RMA and Arms
Control

Different perspectives concerning
the impact of the RMA on arms control were
prevalent among the panelists. According to
one view, while the RMA might facilitate
the performance of missions and enhance a
nation’s ability to perform coalition warfare,
it does not matter very much for arms con-
trol. This view questions whether there is a
“revolution” or an “evolution” in military
affairs, pointing to the fact that widespread
and significant technological and operational
change within the armed forces is not likely
to happen within the next 5 to 10 years.
Other skeptics suggested that the RMA
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would not change the domestic, economic,
ethnic, and religious elements of the security
environment. These factors and the general
post-Cold War environment hamper the im-
pact of the RMA on arms control.

On the other end of the spectrum,
severa panelists expressed the view that the
RMA would have a considerable impact on
arms control. One panelist indicated that the
RMA could lower an adversary’s threshold
to use weapons of mass destruction (WMD)
if that adversary was convinced he would be
overwhelmingly defeated by RMA-enabled
forces. Therefore, were the United States to
fully pursue the RMA, the U.S. investment
in counterproliferation and nonproliferation
activities should be increased considerably
to enable the United States to better prevent
or resist weapons proliferation precipitated
by the RMA. Another panelist pointed out
that the precision strike responses enabled
by the RMA could, ironicaly, make the
United States deterrent less credible, since a
potential chemical or biological weapons
(CBW) user might be less convinced that the
U.S. response to such an attack would in-
volve nuclear weapons. Other views on the
relationship between the RMA and arms
control included the perspectives that RMA
technologies could be used to augment in-
spection capabilities for certain arms control
regimes and that the United States could be
less constrained by arms control require-
ments relative to countries not pursuing
RMA capabilities.

Near-Term Threatsto U.S. National
Security

There was considerable disagree-
ment among panelists concerning the great-
est near-term threats to U.S. national secu-
rity. One panelist proposed this threat to be
the vulnerability of the U.S. information in-
frastructure because the potential impact of
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an attack on this infrastructure could affect
everything from air traffic control to bank-
ing. A second view held that the greatest
near-term threat is the deterioration of the
U.S. nuclear deterrent due to declining par-
ticipation in the career field, declining visi-
bility of nuclear operations, de-alerting of
nuclear forces, and weakening of the acqui-
sition and upgrade process. The panelist
that stipulated this view indicated that this
could lead to the eventual use of CBW
against U.S. troops. Asymmetric threats,
particularly loose nuclear weapons in the
former Soviet Union (FSU), constituted a
third perspective. Another panelist argued
that the potential of a national security sys-
tem overload, where simultaneous, overlap-
ping, and interconnected threats become
overwhelming, is the most significant threat
facing U.S. security. A fifth and final posi-
tion held that the most considerable near-
term threat remains the one that has been
greatest to the United States since the start
of the Cold War: the potential detonation on
U.S. soil of a nuclear weapon carried by a
Russian intercontinental ballistic missile
(ICBM).

Severa interesting points were made
to support the view that the greatest threat to
U.S. national security is the potential of a
national security system overload from si-
multaneous, overlapping and interconnected
threats. One panelist made the argument
that the United States is neither organized
ingtitutionally to deal with such a combina-
tion of threats, nor is the American public
capable of, or interested in, dealing with
their implications. These threats include the
increasing numbers of WMD and of actors
that consider the possession of these weap-
ons to be of primary importance. The pan-
elist indicated that in the future, the combi-
nation of the ongoing information technol-
ogy and biotechnology revolutions might



lead to military applications of the technolo-
gies against the United States.

One potentially complicating aspect
of overlapping, multiple threats — and per-
haps a threat in itself —is the development of
a fundamental tension between national se-
curity concerns and civil liberty concerns.
Extraordinary public safety measures could
be required to protect U.S. citizens and U.S.
interests from overlapping threats. Such
measures could be very intrusive and in-
fringe upon individual freedoms. Conse-
quently, it is likely that the kind of public
support needed to implement these safety
measures would be difficult to generate and
sustain.

Implicationsfor Arms Control in Light of
the Nuclear Developmentsin India and
Pakistan

The panelists discussed the Indian
and Pakistani nuclear tests and contemplated
the relevance of these tests to arms control
and nonproliferation efforts. In particular,
they addressed the Indian perspective on
U.S. nonproliferation policy, the potential
requirement for a reassessment of U.S. non-
proliferation policy, and steps that might be
taken by the United States and the interna-
tional community to respond to the tests.

The Indian Perspective

The perspective of the Indian gov-
ernment was discussed among the panelists.
Several panelists pointed to the fact that the
United States has limited credibility in the
eyes of Indians on the issue of proliferation
for several reasons. The United States is
viewed as the successor to the British, the
latest in a series of imperialists that have in-
terfered in Indian affairs. In addition, Indi-
ans perceive the United States to be unwill-
ing to meet the commitments it made at the

time of the NPT. Specificaly, despite the
end of the Cold War and the reduction of its
nuclear forces, the United States continues
to reserve the right to use nuclear weapons
when required to protect its national secu-
rity. Finaly, there is the view that U.S.
nonproliferation efforts are hypocritica and
nothing more than an attempt to maintain a
nuclear oligopoly, shutting down the aspira-
tions of other countries while keeping the
nuclear club to asmall group.

U.S. Nonproliferation Policy

One panelist pointed out that there
has been a fundamental tension since the
1960s on how best to pursue nonprolifera-
tion. On the one hand, there is the percep-
tion that the way to prevent the further
spread of nuclear weapons is to respect spe-
cific restrictions on U.S. nuclear weapons
and U.S. ahility to use nuclear weapons. On
the other hand, there is the view that a robust
U.S. nuclear umbrella serves to deter prolif-
eration by enabling nations to forego nuclear
weapons. This dichotomy has yet to be re-
solved.

To address these contradictions, the
panelist argued that the United States must
reduce its dependence on nuclear weapons
and rely more on cooperative efforts when
dealing with potential proliferators and users
of WMD. Moreover, since the threat of a
U.S. nuclear response to a WMD attack is
less than credible, the U.S. should increase
its dependence on the deterrent effect of a
threatened massive conventional response.
In the panelist’s view, the threat of a nuclear
response is little more than reliance on a
cheap solution that may not have a deterrent
effect. Nuclear weapons are relatively inex-
pensive, but their catastrophic consequences
would ultimately inhibit their employment
by the United States. Therefore, the ability
of the United States to mount conventional
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military operations in response to a WMD
attack isthe only sufficiently credible threat.

Possible Responses

Panelists discussed a wide range of
options for responding to the Indian and
Pakistani nuclear tests. Suggestions ranged
from the continued imposition of sanctions
to providing permissive action links to the
Indian and Pakistani governments to en-
hance stability. A proposal to provide assis-
tance to India and Pakistan to better control
their nuclear weapons received mixed re-
views, with some panelists suggesting that
such measures would assist in reducing the
likelihood of preemptive or preventive war
and inadvertent or unauthorized use of nu-
clear weapons. Other panelists cautioned
that potential proliferators could perceive
the provision of stabilizing assistance to In-
dia and Pakistan as a reward. The result
might be to invite proliferation where it
would otherwise not occur, since command
and control issues might be one factor in-
hibiting nuclear aspirants from developing
or acquiring nuclear weapons. Panelists
briefly debated the notion of providing India
and Pakistan with security guarantees. One
panelist remarked that the Indians were un-
likely to believe that anyone would give
them a credible security guarantee against
China, while the Pakistanis similarly were
unlikely to conclude that they could obtain a
credible security guarantee against India
over the issue of Kashmir.

Regarding the diplomatic approach,
there was limited agreement among panel-
ists over an appropriate response. While
some panelists advocated the limited appli-
cation of sanctions, others were concerned
that sanctions could be very deleterious to
U.S. national, as well as international secu-
rity. The application of prolonged sanctions
could lead to a quid pro quo arrangement
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between nations of the Middle East and
Pakistan where nuclear technology could be
exchanged for financial support to counter
the effects of sanctions. One potential solu-
tion would be to incorporate a “sunset” pro-
vision into any applied sanctions in which a
clearly defined deadline for the sanctions is
outlined in the beginning. Moreover, the
appropriateness of sanctions is a significant
issue because India and Pakistan are not sig-
natories to the NPT, and did not break any
international laws or commitments.

While there seemed to be genera
agreement among the panelists that flexibil-
ity in U.S. diplomacy, improved communi-
cations, and further in-depth analysis of the
region are critical to resolving the situation,
some panelists were concerned about the
possibility of setting a poor precedent. The
precedent of the response of the United
States and the international community to
the Indian/Pakistani tests is extraordinarily
important, since any perception that India
and Pakistan have gained from their actions
would be an enormously dangerous devel-
opment. The United States and the interna-
tional community, in order to draw the line
regarding future additions to the nuclear
club, need to clearly show that no benefits
will come from testing.

The Merits of the NPT and CTBT

One panelist extolled the value of the
NPT, asserting that it is the sole reason why
the Indian and Pakistani nuclear tests are
viewed as extraordinarily dangerous events,
rather than as normal consequences of the
advanced technological know-how of these
two nations. Had the nuclear nonprolifera-
tion regime never been developed, India and
Pakistan would have tested their nuclear
weapons decades ago, and the world would
have been much more dangerous. The pan-



elist concluded that the world would become
more perilous if the NPT is abandoned.

Diverging perspectives were re-
vedled in panelists remarks addressing the
CTBT. One panelist argued that the CTBT
is of questionable relevance to preventing
proliferation and is potentially harmful to
the United States, since nuclear testing re-
mains the guarantor of the safety and reli-
ability of the U.S. nuclear stockpile. In this
panelist’'s view, erosion in the credibility of
the U.S. nuclear deterrent due to the absence
of nuclear testing could lead to proliferation
in other areas of the world. The CTBT isa
historical phenomenon whose time has gone
by, the pandlist argued, since advanced
technology has enabled nations to develop
and stockpile nuclear weapons without the
accompanying nuclear tests. Furthermore,
the test ban has failed to accomplish any of
the purposes for which it was intended, since
countries can still find ways to develop new
weapons, maintain nuclear stockpiles, and
continue to threaten the use of nuclear
weapons, according to the panelist. Thus,
those who thought that the CTBT would
constrain or lead to the erosion of nuclear
weapons were wrong.  Another panelist
pointed out that, like a number of other pol-
icy areas, arms control and the CTBT are
influenced by and a product of multiple ob-
jectives. The Treaty reflects the smultane-
ous needs to maintain aliance systems,
minimize WMD proliferation, and reduce
the profile and salience of nuclear weapons
in the post-Cold War world.

The Future of Arms Control

The panelists described arms control
as a dynamic concept that changes with the
times and with the threats. Not only are in-
creasingly diverse measures and resources
being employed for arms control purposes,
but the diffusion of arms control concepts

into the commercial arena is occurring as
well. For example, one panelist indicated
that arms control broadly defined might in-
clude confidence and security building
measures (CSBMs), transparency arrange-
ments, and nonproliferation efforts.

One panelist discussed a new devel-
opment in arms control, a so-called “revolu-
tion in arms control.” This refers to the in-
creasing reliance on private industry to help
implement creative and effective arms con-
trol arrangements. For example, the exper-
tise to make a CBW control regime work
lies in the pharmaceutical and biotechnology
industries.  In the information technology
world, it would be impossible to address the
threat of cyber-terrorists without the help of
private industry. Perhaps most importantly,
the phenomena of “loose nukes’ and “brain
drain” have been mitigated to a certain ex-
tent by private companies who hire former
nuclear weapons scientists for projects un-
related to military endeavors. These are ex-
amples of using private industry to augment
traditional arms control efforts.

While it is clear that arms control is
evolving to meet new threats, panel mem-
bers expressed two general cautions. One
panelist indicated that the definition of arms
control could be stretched too far. Arms
control, the panelist stated, consists primar-
ily of political, economic, diplomatic, and
technological measures used to reduce
threats. It isinappropriate to refer to nuclear
deterrence and counterproliferation as forms
of arms control rather than military capa-
bilities. Arms control, therefore, is not a
panacea for the dissolution of threats, but
one piece of a nationa security strategy.
Another caution raised by the panelists con-
cerned the continued role of traditional arms
control measures. International arms control
regimes serve to develop a code of conduct,
a way of thinking, and a set of norms to
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which most governments in the world ad-
here. These regimes are a necessary but not
sufficient condition to control threats.

The panelists also presented varying
perspectives on future arms control scenar-
ios that would enhance international secu-
rity. One panelist suggested that negotiated
global multilateral treaties as well as bilat-
eral treaties between the United States and
Russia would decrease in importance. Ma-
jor enhancements in stability would more
likely be achieved through regiona arms
control arrangements. Another panelist in-
dicated that an agreement on globa nuclear
disarmament, while permitting the continu-
ing existence of some nuclear devices as a
protection against cheating is highly desir-
able.

Summary

The future international security en-
vironment is uncertain and poses a range of
significant threats to U.S. nationa interests,
including the vulnerability of the U.S. in-
formation infrastructure; the deterioration of
the U.S. nuclear deterrent; susceptibility to
“asymmetric” threats; loose warheads or the
dissemination of expertise from the FSU;
inadvertent or accidental launch of Russian
ICBMs armed with WMD; or a national se-
curity system overload caused by some
combination of these elements.

This environment must be consid-
ered in any redefining or reassessing of arms
control and, in turn, the role arms control
plays in reducing or mitigating the impact of
each element on U.S. nationa security.
Consideration must also be given to the no-
tion of whether the United States has
reached a point where its ability to advocate
arms control regimes is questionable due to
inherent contradictions in its approach to-
ward the use and role of nuclear weapons.
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The full impact on arms control and
nonproliferation of the Indian and Pakistani
nuclear tests has yet to be ascertained, but it
is clear that new thinking is warranted. This
is particularly true for severa issues, in-
cluding the appropriate response over time
of the United States to the Indian and Paki-
stani tests, the relationship of the United
States to the South Asian region as a whole,
and U.S. nonproliferation policies in gen-
eral. The panelists mostly agreed that the
United States must reduce its dependence on
nuclear weapons and rely more on coopera-
tive efforts when dealing with potentia pro-
liferators and users of WMD.

Arms control is a very dynamic con-
cept that changes with the appearance of
new threats. While new forms of arms con-
trol, including the participation of the pri-
vate sector in realizing arms control goals,
have aready begun to play an important
role, traditional arms control that enables the
development of codes of conduct, ways of
thinking, and international norms will con-
tinue to reman significant. Finaly, a-
though the RMA is likely to impact arms
control in some manner, it is not clear to
what extent these two processes will affect
one another. It is clear, however, that while
the RMA and arms control are two different
enterprises, many of the goals they attempt
to achieve are similar.
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